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ABSTRACT
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Novel and specialized protocols will be necessary to deal with the requirements
of time-constrained communication and synchronized clocks in an important area
of technology, viz., the next generation of distributed real-time systems. Our re-
search concentrates on developing distributed system protocols that realize these
requirements. In this dissertation, we have proposed, analyzed and evaluated new

protocols to meet these requirements.

A clock synchronization protocol is used to provide support for a common
system-wide time base. We have proposed and analytically evaluated a novel proba-
bilistic algorithm for clock synchronization, that can guarantee a much lower bound
on the deviation between clocks than most existing algorithms. The guarantee of-
fered by our algorithm is however probabilistic, i.e., there is a non-zero probability
that the guarantee offered by our algorithm will fail to hold. The probability of
invalidity of the guarantee, i.e., the probability that the deviation exceeds the guar-

anteed maximum deviation, can however be made eztremely small by transmitting

vi
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a sufficient number of messages. We have presented a detailed analysis of the pro-
tocol. Among other things, we considered three different bounds on the probability
of invalidity, and showed that a bound on the probability of invalidity decreases

exponentially with the number of messages.

In our work on time-constrained communication, we have proposed RTLAN, a
new local area network architecture for distributed real-time systems. RTLAN incor-
porates new communication abstractions (real-time virtual circuit, real-time data-
gram) and provides new classes of connection-oriented (RTCOS) and connectionless
services (RTCLS) that explicitly consider the timing requirements of messages. It
employs specialized real-time communication protocols at the medium access con-
trol layer to support these services. We have developed, analyzed and evaluated
a homogeneous suite of five real-time medium access control protocols based on a
uniform window splitting paradigm. Performance evaluation studies by simulation

show that these protocols perform well compared to idealized baseline protocols.
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CHAPTER 1

INTRODUCTION

A real-time system is a system whose correctness depends not only on the logical
results of computation, but also on the time at which the results are produced [92].
Activities in a real-time system have timing constraints associated with them which
must be satisfied in order for the system to exhibit correct behavior. Real-time
computing systems play an important role in society [88]. Examples of current
real-time systems include nuclear power plants {2], industrial process control systems
[67), air traffic control systems [25], robot controllers [72], the space shuttle avionics
system [17], space mission control system ([71], [94]) and defense systems. The
next generation of real-time systems, driven by advances in hardware and software
technologies, will be even more sophisticated than today’s systems. They will be
complex, distributed and will be characterized by highly dynamic, adaptive and
intelligent behavior [88]. This research addresses certain important requirements
that arise in distributed real-time systems. In this introductory chapter, we develop
the context for the research presented in this thesis, define the scope and objectives
of our research and provide an overview of what we have accomplished. Later

chapters fill in the details.

Distributed real-time systems based on local area networks are becoming in-
creasingly prevalent in the research, military and commercial sectors. Distribution
is an an important characteristic of the next generation of real-time systems [88].

This tendency towards distribution is driven by a number of factors including:

1. Real-time requirements: Distributed processing becomes necessary whenever
the computational requirements and timing constraints of the tasks are such

that, a single processor cannot meet the timing requirements of all the tasks.
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2. Fault-tolerance: Fault-tolerance is an important requirement for real-time sys-
tems whose failure could result in catastrophic consequences. Fault-tolerance
is tyﬁically achieved through the use of redundant components. A distributed
system due to its inherent multiplicity of processing components is a natural

choice for supporting fault-tolerance requirements.

3. Performance-cost ratio: Distributed processing offers the possibility of a
tremendous improvement in performance at a low cost. For example, mul-
timicroprocessor systems built using low cost off-the-shelf components can

provide very high levels of performance and are becoming increasing popular.

4. Inherent parallelism in application domains: Distributed processing is a nat-
ural choice for domains that offer scope for concurrency or in which physical

distribution is inherent.

Activities in a distributed real-time system may be spread across physically
separated nodes. This distribution gives rise to a number of system requirements of

which two important ones, to which we restrict the scope of our research, are:

1. Support for a common system-wide time base.

2. Support for time-constrained communication between physically separated

nodes.

Our research concentrates on developing distributed system protocols that re-
alize these system requirements. Protocols are required to ensure the proper func-
tioning of a system whenever the functioning involves the coordination of multiple
concurrently executing agents. A protocol is a set of mutually agreed upon rules
and conventions that the coordinating agents adhere to, and is typically expressed
as a distributed algorithm!. Examples of distributed system protocols abound in the
literature and include clock synchronization protocols ([6], [7], [23], [26], [31], [47],
[63], [54], [63]) communication protocols at the various network layers such as the

Ethernet (CSMA/CD) Protocol [69], Internet Protocol (IP), Transmission Control

1For this reason, we use the term algorithm and protocol interchangeably.

2



Protocol (TCP), various atomic broadcast protocols, and agreement protocols. In
this research, we are specifically interested in protocols for clock synchronization
and real-time communication. A clock synchronization protocol is used to provide
support for a common system-wide time base. Real-time communication protocols

are used to provide support for time-constrained communication.

1.1 Motivation and Goals

The overall aim of our research is to develop protocols that support the require-
ments of a global time base and of time-constrained communication in a distributed
real-time system. In this section, we identify the motivation and goals of our re-
search. We consider the problem of clock synchronization in Section 1.1.1 and of

real-time communication in Section 1.1.2.

1.1.1 Clock Synchronization

A fault-free hardware clock (HC), even if initially synchronized with a standard
time reference, tends to drift away from the standard over a period of time. If such
a clock is used to measure a time interval (¢, t), the measured length of the interval
(HC (t2) — HC (t1)) tends to differ from the actual length of the interval. However,
the magnitude of the fractional error in the measurement of the interval is bounded

by a constant p, called the mazimum drift rate of the clock:

(HC (ta) — HC (1)) — (t2 — t1)| _
(t2 — 1)

Pa- (11)

pa is typically of the order of 1 psec/sec; thus an initially synchronized fault-free
clock could drift away from the reference by a few seconds every few days, in the
worst case. A clock synchronization protocol is used in a distributed system, to
synchronize clocks that can drift apart, to ensure that the maximum deviation

between the clocks is bounded.

Clock synchronization has been an active area of research in distributed sys-

tems ((6], (7], (23], [26], [28], [31], (47], (48], [52], (53], [54], [63], [64], [101], [105)).

3
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It is of special importance in distributed real-time systems, where an event may
spread across multiple nodes each with its own local clock. In order to specify the
timing constraints of such events, a common reference of time is necessary in a dis-
tributed real-time system [47]. A clock synchronization protocol is used to generate
such a common reference of time. Synchronized clocks also have other applications
such as determining a total order on the events in a distributed system [62] and in

performance measurement in distributed systems [26]).

Several protocols have been proposed for clock synchronization (23], [26], [31],
[47), [53], [54], [63]). However all these protocols with the exception of the one in [23]
are limited in the upper bound (Ymae) on the deviation between clocks in the system
that they can guarantee, by certain bounds derived in (28] and [64]. Lundelius and
Lynch [64] have shown that, even with no failures and with clocks that do not drift,
for a system of N clocks (that are not initially synchronized), the mas that can be

guaranteed has a lower bound given by:

1

Tmas 2 (dmae = dmin) (1= 77 ) (1.2)

(Dolev, Halpern and Strong [28] have proved a related result for the closeness of
synchronization obtainable along the real time axis). This bound implies that no
clock synchronization algorithm can guarantee with certainty, a skew between clocks
that is smaller than the right hand side of Eq. (1.2). The quantities dmaz and dnin,
in Eq. (1.2), refer to the maximum and minimum possible values respectively, of
the end-to-end delay (d) of synchronization messages. The end-to-end delay of a
message, which is the sum of the times required for a message to be prepared, sent
to a receiver and be processed by the receiver, is a random delay determined by
the amount of communication and computation going on in the system at the time
the message is being sent, and by random events such as transmission errors that

necessitate the retransmission of a message, context switches and page faults.

The value of this lower bound in a typical system based on a local area network
is of the order of 50 millisec [23]. This means that the smallest maximum skew

that can be guaranteed with certainty and hence the resolution of the global time



base are also of the same magnitude. It is possible to improve the granularity
of the resolution with special hardware support ([47]). However we are interested
in investiga:ting the possibility of achieving improved resolution using alternative
approaches that do not employ special hardware. Thus a goal of our research effort

is to:

Investigate new approaches to clock synchronization that do
not use special hardware and that are yet capable of guar-
anteeing much smaller clock skews than algorithms that are

constrained to obey Eq. (1.2).

The direction for our research on clock synchronization is derived from the ob-
servation that the bounds derived in [28] and [64], apply only to deterministic clock
synchronization algorithms, i.e., algorithms that guarantee a Yma= With certainty.
If we relax the requirement of certainty and permit an algorithm to provide a prob-
abilistic guarantee (i.e., the guarantee provided by the algorithm may fail to hold
sometimes, but with a failure probability that is known or that has a known bound),
then we can find algorithms that can guarantee a Yma- Which need not conform to
Eq. (1.2). However, for a probabilistic guarantee to be useful, it must be possible
to reduce the failure probability to any desired level by choosing the parameters of
the algorithm suitably. Clock synchronization algorithms that can provide such a

probabilistic guarantee on 4pmq. are referred to as probabilistic? clock synchroniza-

tion algorithms. We have taken a probabilistic approach in our research on clock -..

synchronization.

2The word ‘probabilistic’ refers to the uncertainity in the guarantee offered by the algorithm
and is different from the sense in which the word is used in [28], where a probabilistic algorithm is

an algorithm whose behavior itself is randomly determined.
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Figure 1.1 A mission control scenario: a distributed real-time system
1.1.2 Real-Time Communication

Distributed real-time systems based on local area networks® are becoming in-
creasingly prevalent in the research, military and commercial sectors. The space
shuttle mission control system depicted in Figure 1.1 (adapted from [94]) is an
example of such a system. This system consists of a number of computing nodes in-
terconnected by a local area network. In this system, network data drivers transmit
raw telemetry data received from space to a real-time host computer for processing.
Mission controllers responsible for various aspects of the mission, with the help of

the host, work stations, and the processed telemetry data, monitor and control the

operation of the mission.

31,0cal area networks are typically used with distributed real-time systems because of the limited

geographical span of the systems. However, even applications with a wider geographical span may
be based on local area networks. For example, in air traffic control the entire air space is divided

into smaller units (sectors) and the traffic within each unit is controlled by a distributed real-time

system based on a local area network [25].



While systems such as the mission control system depicted in Figure 1.1 are typ-
ically large and distributed, they are not autonomous since many of the high-level ac-
tivities are f)erformed by cooperating human experts. Real-time systems are steadily
evolving towards the next generation of closed loop autonomous real-time systems
([38], [11], [55], [71], [82], [102], [104]) in which human experts in the feedback loop
are replaced by softwafe. For example, in such a system, cooperating human experts
are replaced by communicating problem-solving software tasks. The culmination of
this trend towards autonomy would be the fully autonomous closed loop real-time
control system. These real-time systems of the next generation will be distributed,
complex, exhibit highly dynamic, adaptive and intelligent behavior and possess sev-
eral types of timing constraints and operate in a highly non-deterministic environ-
ment ([88], [90]). They will be characterized by both reflezive and cognitive [56]
activities (reflexive activities are low-level life-supporting activities such as sensory
processing that are typically periodic and static; cognitive activities are high-level

dynamic activities, e.g., cooperative problem solving and planning).

Many of the activities in these systems will have hard timing constraints asso-
ciated with them. A failure in meeting the timing constraints of these activities may
result in catastrophic consequences [88]. Consequently, predictability, the ability to
determine® a priori whether or not the timing requirements of an activity can be
met is an important requirement in these systems. Communication between tasks
resident on the same or different nodes is an important activity in such systems.
Messages characterized by timing constraints will be exchanged between both ap-
plication tasks and operating system tasks. Consequently, the operating system
and the underlying network in a distributed real-time system must provide various
facilities that support predictability and that take into account timing constraints

of messages. Our research addresses some of the communication requirements that

arise in such systems.

Communication in a distributed real-time system differs from non-real-time sys-

tems because of the introduction of explicit timing constraints. Individual messages

4Prior to system startup for statically specifiable activities and prior to activity commencement

for dynamic activities.
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have timing constraints associated with them and different kinds of requirements
for the satisfaction of these constraints. Two classes® of time-constrained messages

arise in such systems:

1. Guarantee Seeking Messages: These are messages typically critical or essential
for the proper operation of the system. The requirements of these messages
include a guarantee from the system that, if the activity that gives rise to
them is accepted for execution, their timing constraints will be met with cer-
tainty. This class of messages requires mechanisms that provide predictability,
i.e., that make it possible to a priori verify that or determine if the timing

constraints of such messages will be met.

2. Best Effort Messages: These are messages, typically with soft timing con-
straints, that do not require a guarantee from the system that their timing
constraints will be met. However the system will try its best to satisfy the
timing constraints of these messages, since minimizing the number of such
messages whose timing constraints are violated will result in increased value

(in some sense) for the system.

In order to support these two classes of messages, the operating system and the
communication network underlying the distributed real-time system must provide

various kinds of communication services. One of the goals of this research is to:

Identify useful communication services and abstractions in a

distributed real-time environment.

As part of this research, we have developed new classes of local area network ser-
vices known as real-time connectionless service (RTCLS) and real-time connection-

oriented service (RTCOS) and the abstractions of real-time wvirtual circuit and

5A related taxonomy is described in [65] where time-constrained messages are classified into
critical, essential and nonessential messages on the basis of the impact on the system performance
of missing the deadline of a message. The first class of messages in our classification encompasses

the critical and essential messages in [65], while the second class corresponds to the nonessential

messages in [65).



real-time datagram (terms introduced in [92]) RTCOS is suitable for the class of
guarantee-seeking messages while RTCLS is suitable for the class of best effort mes-
sages. Implementation of RTCOS and RTCLS requires support from the medium
access control layer, in the form of specialized real-time medium access control pro-
tocols. Implementation of RTCOS requires support in the form of priority resolution
protocols that implement global packet-level priority resolution, and protocols that
can guarantee bounded channel access times. Implementation of RTCLS requires
medium access control protocols that ezplicitly consider the timing requirements of
messages such as message deadlines, and arbitrate access to the channel on a best
efforts basis on the basis of these requirements. Thus one of the goals of this research

effort is to

Develop medium access control protocols that support time-

constrained communication in a local area network.

In our research, we have mainly focussed on developing medium access control pro-
tocols for a local area network based on a bidirectional bus topology, a popular
topology for real-time systems. However we do briefly discuss the implementation

of the proposed services and abstractions on a ring topology.

The starting point for our work was provided by the MLF window protocol in
[108]. Zhao, Stankovic and Ramamritham [108] have suggested the use of a minimum
laxity first policy for channel arbitration in a multiple access network to minimize
the number of messages that miss their deadlines. Marinescu and Szpankovski [66)
have also suggested the use of a minimum laxity first policy for channel arbitration
in a multiple access network, based on results from [73]. In [73], the minimum laxity
first service discipline (also known as the shortest time to extinction policy) or its
variations have been shown to maximize the fraction of the number of customers
that meet their deadlines in a queueing system under fairly general conditions.
Thus the minimum laxity first policy for channel arbitration is a good choice for
implementing the best effort real-time connectionless services. A window protocol
can be used to closely approximate the system-wide minimum laxity first policy for

message transmission over a shared bus [108]. Thus a window protocol is well-suited
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for providing real-time connectionless services. However the window protocol used to
implement the global minimum laxity first policy cannot guarantee bounded channel
access times for nodes, in general. Thus this protocol, as it is, is not suitable for
implementing real-time connection-oriented services. An approach that makes use of
the window splitting paradigm to implement real-time connection-oriented services
also is attractive for the following reason. Such an approach makes it possible to use
the same medium access control logic and LAN controller hardware that is used to
support real-time connectionless services; to support real-time connection-oriented
services also. This advantage is especially important when both classes of services
are to be supported by a single protocol in an integrated manner. This motivates

us to

Explore generalizations and adaptations of the real-time win-

dow protocol that can be used to support RTCOS also.

The PRI, RTVC and RTDG window protocols described in this thesis are products
of our effort in this direction. The PRI window protocol and the RTVC window
protocol can be used to support RTCOS, while the RTDG window protocol can be
used to support RTCLS.

The PRI, RTVC and RTDG protocols are suitable for supporting either RT-
COS or RTCLS traffic, but not both. In this research, we also examine integrated
protocols that may be used to support both classes of traffic in a unified manner.
Kurose, Schwartz and Yemini [50] point out the importance of integrated protocols
in multimedia applications. Integrated handling of multiple classes of traffic has a
number of advantages, related to both physical implementation and performance.
In terms of physical implementation, an integrated approach permits the use of a
common interface and common cabling for all the classes of traffic. In addition
to cost benefits, this also results in conservation of chassis slots since the number
of network interface boards is reduced. Use of an integrated protocol also offers a
performance advantage by making available the bandwidth unused by one class of

traffic to the others.
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The potential advantages that integrated protocols have to offer motivate the

following research goal:

Develop new integrated medium access control protocols that
can be used to support both real-time connection-oriented ser-
vice traffic and real-time connectionless service traffic on a com-

mon bus.

The integrated window protocols INTPVC and INTPDG developed in this thesis

are products of our effort in this direction.

Another goal of our research on real-time communication is to
Evaluate the performance of the protocols developed.

Our approach to performance evaluation is based on event-driven discrete-event sim-
ulation. The primary performance indices that we use to measure the efficacy of
our protocols are the guarantee ratio and the loss fraction ([107], [108], [65]). The
guarantee ratio is defined as the fraction of the number of packets that arrive whose
deadlines are guaranteed to be met. This performance index is used to measure the
quality of real-time connection-oriented services. The loss fraction is defined as the
ratio of the number of packets that miss their deadlines to the sum of the number
of packets that miss their deadlines and the number that are successfully transmit-

ted. This quantity is used to measure the performance of real-time connectionless

services.

1.2 Research Contributions

This research deals with two important problems that arise in distributed
real-time systems and has generated novel solutions to the problems. The con-
tributions of this research include a new protocol for clock synchronization based on
a probabilistic approach, identification of several new real-time communication ser-

vices (RTCOS and RTCLS) and abstractions (real-time virtual circuit and real-time
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datagram), a new local area network architecture (RTLAN) for distributed real-time
systems and a number of new real-time medium access control protocols (PRI,
RTDG, RTVC, INTPVC and INTPDG) for supporting the new classes of services
and abstractions. An integral part of the research is the validation of the proposed
protocols through analysis and extensive simulation studies. Below, we briefly sum-

marize the contributions and results of this research.

1.2.1 Clock Synchronization

We have developed a new protocol for clock synchronization in distributed
real-time systems that can achieve much smaller clock skews than most existing
protocols. This clock synchronization protocol performs much better than deter-
ministic protocols proposed in the literature. We demonstrate, in our examples,
that our algorithm is capable of guaranteeing a maximum deviation between clocks
of the order of a few milliseconds, compared to the smallest maximum deviation of
50 milliseconds that can be guaranteed by deterministic algorithms. However the
guarantee offered by our algorithm is probabilistic, i.e., there is a non-zero probabil-
ity that the guarantee offered by our algorithm will fail to hold. The probability of
invalidity, however, can be made eziremely small by transmitting a sufficient num-
ber of messages. In our examples, we are able to achieve a probability of invalidity

of (1 x 10~°) by transmitting 10 synchronization messages.

We have presented a detailed analysis of the proposed clock synchronization pro-
tocol. Among other things, we have derived an expression for the minimum number
of synchronization messages required to guarantee a specified maximum deviation
at resynchronization and a specified probability of invalidity. We have considered
three analytical bounds on the probability of invalidity, viz., the Tchebysheff, er-
ror function and ezponential bounds, and showed that the probability of invalidity

decreases exponentially (or better) with the number of synchronization messages.
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1.2.2 RTLAN

Most current work in real-time communication deals with static systems in
which messages with timing constraints are mainly periodic, or occur only rarely.
However the dynamic-closed loop distributed real-time systems of the future will
be characterized by richer communication patterns. Specialized network services
and protocols will be required to support the communication requirements of these
systems. In this dissertation, we have proposed RTLAN, a new local area network
architecture for communication in such systems. RTLAN is targeted for complex
real-time applications which have time-constrained communication requirements
that range from simple best effort delivery requirements to dynamic guarantees
of general timing requirements. Some of the distinguishing features of RTLAN in-
clude the provision of new classes of connection-oriented and connectionless services
known as real-time connection-oriented service (RTCOS) and real-time connection-
less service (RTCLS) respectively, that take the timing constraints of messages ex-
plicitly into account, incorporation of the notions of @ priori scheduling and guar-
antee in the logical link control layer, and the use of specialized real-time protocols
at the medium access control layer. We have developed the useful abstractions of
real-time virtual circuits and real-time datagrams (terms introduced in [92]) in the

context of a local area network.

1.2.3 Real-Time MAC Protocols

We have considered a distributed real-time system based on a local area network
with a bus topology, and proposed a new homogeneous suite of real-time medium ac-
cess control protocols for supporting RTCOS and RTCLS, that is devoid of deficien-
cies found in existing standards for medium access control protocols for bus-based
systems, viz., the IEEE 802.3 standard and the IEEE 802.4 standard. (the IEEE
802.3 and 802.4 standards do not support individual packet level priority resolu-
tion or real-time datagram arbitration; the IEEE 802.3 standard does not guarantee
bounded channel access times also). The proposed suite consists of five protocols,

viz., PRI, RTDG, RTVC, INTPVC and INTPDG, all based on a uniform window
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splitting paradigm. The protocol PRI implements priority-based arbitration. The
protocol RTDG implements real-time datagram arbitration based on the minimum
laxity first policy. The protocol RTVC implements real-time virtual circuit arbitra-
tion. The protocols INTPVC and INTPDG are integrated protocols that may be
used to support both real-time datagram and real-time virtual circuit arbitration in
an integrated manner on a common bus. We have analyzed the window protocols
and derived various properties exhibited by the protocols. We have also conducted
a simulation study to evaluate the performance of the protocols (The model of the
system assumed and the various assumptions made in this study are detailed in
Chapter 6). The main properties of the protocols, derived from the analytical and

simulation study are summarized below:

1. The per packet contention resolution overhead for the window-based con-
tention resolution procedure used by the window protocols increases logarith-

mically with the size of the window.

2. The PRI window protocol not only provides a capability, viz., system-wide
packet level priority-based arbitration, that the 802.3 and 802.4 standard pro-
tocols lack, but also is characterized by a slightly smaller average priority res-
olution overhead than other non-standard protocols that have been proposed

for priority resolution.

3. The RTDG protocol closely approximates the minimum laxity first policy for

channel arbitration.

4. The performance of the RTDG window protocol is superior to that of an ide-
alized baseline protocol that provides a bound on the performance achievable
by any non-real-time protocol (i.e., a protocol that has no notion of packet

timing constraints).

5. The performance of the RTVC window protocol is close to that of an idealized
baseline protocol that provides a bound on the performance achievable by any

protocol that can guarantee bounded channel access times.
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6. The integrated window protocol INTPVC is characterized by a smaller (by a
factor of about 2) worst case channel access time for real-time virtual circuit
packei;s, than the standard 802.4 token bus protocol operating in integrated
mode (priority mode) or the FDDI protocol.

7. The quality of service provided to real-time virtual circuit packets by the inte-
gra.ted window protocol INTPVC is better than that provided by VCTIMER,

an idealized baseline integrated protocol.

8. The integrated window protocol INTPDG is characterized by a worst case
channel access time for real-time virtual circuit packets, that is about the
same as (but larger by about two packet transmission times) that for the

802.4 token bus protocol operating in priority mode or the FDDI protocol.

9. Use of an integrated protocol results in an improvement in the quality of per-
formance. INTPVC provides a better quality of performance for real-time
virtual circuit packets than RTVC. INTPDG provides a better quality of per-
formance for real-time datagram packets than RTDG.

In addition to overcoming deficiencies of existing standards, and to the good perfor-
mance characteristics pointed out above, the protocol suite proposed in this disser-
tation also has the advantage of structural homogeneity (thereby enabling the use
of a uniform medium access control logic and LAN controller hardware), since all

the protocols are based on a uniform window splitting paradigm.

1.3 Overview of the Dissertation

We have identified the goals of our research in this chapter. Our goals center
around two important problems that arise in distributed real-time systems, viz.,
clock synchronization and communication. Our work towards realizing these goals
has resulted in the development of a novel probabilistic clock synchronization proto-
col that can guarantee much smaller clock skews than most existing protocols, a new

local area network architecture for communication in distributed real-time systems,
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and new protocols for real-time communication. We develop the probabilistic clock
synchronization protocol in Chapter 2. In Chapter 3, we provide a detailed analysis
of the protdéol and derive various properties of the protocol, including an expression
for the minimum number of synchronization messages required to guarantee a spec-
ified maximum deviation between clocks, and various boun