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Abstract

An ad hoc network is a collection of mobile nodes
that establish and maintain connections purely over
wireless connections; these networks do not have the
infrastructure of a wired network. Because the nodes
are mobile, links are continuously established and bro-
ken. An ad hoc routing protocol must therefore pro-
vide for dynamic routing, where new paths can be cre-
ated as soon as old paths become obsolete. The prob-
lem with many proposed routing protocols for ad hoc
networks is that these protocols have serious vulnera-
bilities to security attacks. In this paper, we demon-
strate the specific exploits that are possible against
existing ad hoc routing protocols. We propose a new
protocol to provide secure routing for ad hoc networks
that is based on authentication mechanisms.

1 Introduction

Ad hoc wireless networks assume no pre-deployed in-
frastructure is available for routing packets end-to-
end in a network. Mobile nodes in an ad hoc network
that are in radio range of one another communicate
directly over wireless links; nodes which are too far
apart to communicate directly must rely on inter-
mediate nodes to route messages for them. Secur-
ing ad hoc routing presents challenges not present in
traditional networks: neither centrally administered
secure routers nor strict policy exist in an ad hoc
wireless network. Furthermore, current ad hoc rout-
ing protocols inherently trust all participants. Users
bring to an ad hoc environment their own mobile
units, hope for cooperation, and fall under the threat
of malicious adversaries.

In this paper, we demonstrate exploits that are pos-
sible against ad hoc routing protocols and offer a se-

cure solution with an authenticated routing protocol.
Many ad hoc routing protocols have been proposed
previously [5, 7, 8,9, 10, 11], however, none of the pro-
posals have defined security requirements. We detail
the exploits against two protocols in particular that
are under consideration by the IETF for standardiza-
tion: the Ad hoc On-demand Distance Vector rout-
ing protocol (AODV) [10] and the Dynamic Source
Routing protocol (DSR) [5]. These exploits include
impersonation, modification, and fabrication attacks.
AODYV and DSR are efficient in terms of network per-
formance, but as is shown here, they allow attackers
to easily advertise falsified route information, to redi-
rect routes, and to launch denial-of-service attacks.
Such exploits are difficult to deter in an ad hoc envi-
ronment given the implicit trust among participants.

Our proposed protocol, Authenticated Routing for
Ad hoc Networks (ARAN), detects and protects
against malicious actions by third parties and peers in
the ad hoc environment. ARAN introduces authenti-
cation, message integrity, and non-repudiation to an
ad hoc environment as a part of a minimal security
policy.

Applications that make use of ad hoc routing have
heterogenous security requirements. We define three
distinct environments that differ in their assumed
pre-deployment and security requirements. Distin-
guishing these environments is important because
satisfying a larger set of security requirements than
an application requires is unwarranted and wasteful
of resources.

Our work is a solution to the first of our three
defined ad hoc network environments, the managed-
open environment, which assumes a small opportu-
nity for pre-deployed security infrastructure. We
also define the following environments: open ad hoc
wireless networks that have no opportunity for pre-



deployment; and managed-hostile ad hoc wireless net-
works that have some pre-deployment and where an-
nihilation of nodes or their users is a threat. We do
not provide solutions to the open environment nor
to the extreme security needs of the managed-hostile
environment in this initial work, but our approach is
promising for addressing those needs.

This paper is organized as follows. Section 2
overviews recent work on ad hoc routing protocols
and reviews the basics of route acquisition in AODV
and DSR. Section 3 presents the security exploits pos-
sible in ad hoc routing protocols. Section 4 presents
our three defined ad hoc environments and the secu-
rity requirements of any ad hoc network. Section 5
presents our secure ad hoc routing protocol, ARAN,
and Section 6 offers concluding remarks.

2 Background

An ad hoc network forms when a collection of mobile
nodes join together and create a network by agreeing
to route messages for each other. There is no infras-
tructure in an ad hoc network, e.g., no centralized
routers or administrative policy. Ad hoc routing pro-
tocols use the mobile nodes to route packets end-to-
end. Since such ad hoc networks are also mobile, the
network topology is dynamic; links are continuously
established and broken due to movement of mobile
nodes. In sum, conventional routing protocols do not
work.

Several ad hoc routing protocols have been pro-
posed [5, 7, 8,9, 10]. All proposed protocols have se-
curity vulnerabilities and exposures that easily allow
for routing attacks. Our goal is to define generic secu-
rity requirements, but in this paper we focus on two
protocols that are under consideration by the IETF
for standardization: AODV and DSR. Below is a brief
overview of route acquisition and maintenance basics
in AODV and DSR. Detailed and authoritative de-
scriptions of the AODV and DSR algorithms can be
found elsewhere [10, 5].

The fundamental differences between ad hoc net-
works and standard IP networks necessitate the de-
velopment of new security services. In particular,
the measures proposed for IPSec [3] help only in
end-to-end authentication and security between two
network entities that already have routing between
them; IPSec does not secure the routing protocol.
While mechanisms similar to those used in IPSec can
be adapted to secure the routing, IPSec alone does
not suffice.

This point has been realized in other works that
examine security problems in ad hoc networks. Zhou

and Hass have proposed a solution that uses thresh-
old cryptography as a mechanism for proving security
to the network [16]. Hubaux, Buttyan and Capkun
have proposed a method that is designed to ensure
equal participation amoung members of the ad hoc
group, and that gives each node the authority to is-
sue certificates [4]. An effort to secure an existing
ad hoc routing protocol has also recently been made
available [15].

2.1 AODV

In AODV, each mobile node discovers or maintains
routing information to another node if it is actively
communicating with that node, or if it is an inter-
mediary between two end points. If a node does not
lie on an active path between two nodes, it does not
maintain routing information for that path. AODV
dynamically maintains loop-free routes, even when
links change on active routes.

Route discovery in AODV is achieved with a
source-initiated broadcast message called a route
request (RREQ). When the RREQ reaches either
the destination or an intermediate node that has a
valid route to the destination, a route reply message
(RREP) is unicast back to the source. As the RREP
propagates back to the source, intermediate nodes re-
ceiving the RREP update their routing tables with a
route to the destination.

AODV maintains fresh routes by implementing
a counter for each node called a sequence num-
ber. A node’s sequence number is incremented each
time the local connectivity for that node changes.
A RREQ contains fields for both the source and
destination nodes’ sequence numbers, called the
source_sequence_num and destination_sequence_num,
respectively. The RREP also contains a field for
the destination_sequence_num. When an intermedi-
ate node receives a RREQ, it determines the fresh-
ness of its route table entry for the destination (if
such an entry exists) by comparing the destina-
tion_sequence_number of the RREQ with that of its
route table entry for the destination. The node then
either responds to the RREQ with its own route to
the destination (if that route is recent enough), or
rebroadcasts the RREQ to its neighbors.

RREQ packets also contain a broadcast_id field.
This value is a counter maintained at each node that
is incremented every time the node initiates a new
RREQ. The broadcast_id, together with the source
node’s IP address, serves as a unique identifier for a
RREQ. Nodes can temporarily buffer this informa-
tion for each received RREQ so that they can de-



termine whether they have already processed a given

RREQ.

2.2 DSR

DSR lets the sender determine the path packets travel
toward a destination. This path is listed in the data
packet header and is called a source route. Each node
in the network maintains a dynamic route cache in
which it stores routes to other nodes in the network
that it has learned either from initiating a route re-
quest to a destination, or from forwarding packets
along active paths for other nodes. In addition to
the route discovery procedure, a node may also learn
routes by overhearing transmissions of packets along
paths for which it is not an intermediate node. This
is called promiscuous listening.

When a node sends a packet to another node in
the network, the sending node first checks its route
cache for a source route to the destination node. If
the sender has an entry for the destination node in its
route cache, the sender inserts this source route into
the packet’s header, listing the addresses of nodes
through which the packet will be forwarded on its
path to the destination. The sending node transmits
the packet to the first node on the route list. Upon re-
ceiving the packet, each intermediate node along the
path forwards the packet to the next hop on the in-
dicated path until the packet reaches the destination
node.

If the sending node does not have a source route
to the destination, it initiates the DSR, route discov-
ery process. This begins with a route request packet
broadcast from the initiator node. Each route request
packet is uniquely identified by the concatenation of
the initiator address, the target address, and the re-
quest id. Upon receiving a route request packet, if
the node is either the target node or has a route to
the target node stored in its route cache, it responds
with a route reply packet to the initiator. In the route
reply is a route record of the string of nodes which
constitute the path from initiator to target. If the re-
ceiving node does not have a route to the destination,
it checks that it has not already processed this route
request by checking the <initiator address, request
id> pair of the route request. If it has processed this
route request, the node discards the packet. Other-
wise, if it is seeing this route request packet for the
first time, the receiving node appends its address to
the route record in the route request packet and for-
ward broadcasts the packet.

3 Exploits allowed by existing
protocols

The current proposed routing protocols for ad hoc
wireless networks allow for many different types of
attacks. In this section, we present and classify mod-
ification, impersonation, and fabrication exploits that
are possible against current protocols. In Section 5,
we propose a protocol that offers detection of and
protection from these attacks.

Although IEEE 802.11, the commonly used link-
layer standard for mobile networking, is susceptible
to many security vulnerabilities [1, 2, 12], our focus
is on vulnerabilities and exposures that result from
the specification of the ad hoc routing protocol. Ad-
ditionally, because participants of an ad hoc network
also serve as routers, trivial denial-of-service attacks
based on interception and non-cooperation are pos-
sible in all ad hoc routing protocols. While these
attacks are possible, they are not achieved through
subversion of the routing protocol.

We describe the attacks below in terms of the
AODYV and DSR protocols. These protocols are used
as representatives of ad hoc on-demand protocols.
Table 1 provides a summary of each protocol’s vulner-
ability to the following exploits. Analogous exploits
exist in wired networks [14], but are more easily de-
fended against by infrastructure present in a wired
network.

3.1 Attacks Using Modification

Current routing protocols assume that nodes do not
alter the protocol fields of messages passed among
nodes. Malicious nodes can easily cause redirection
of network traffic and DoS attacks by simply alter-
ing these fields or by injecting routing messages into
the network with falsified values in these fields. For
example, in the network illustrated in Figure 1, a ma-
licious node M could keep traffic from reaching X by
consistently advertising to B a shorter route to X
than the route to X which C' is advertising. Below
we detail several of the attacks possible if particular
fields of routing messages in specific routing protocols
are altered or falsified. Such attacks compromise the
integrity of routing computations.

The first two attacks we present allow remote redi-
rection, which allows an attacker to drop traffic, caus-
ing a denial of service attack, or forward the traffic
on to a destination after viewing or altering the data
payload. The third attack is a simple denial of service
attack.



Attack AODV | DSR
Remote redirection
modification of sequence numbers Yes n/a
modification of hop counts Yes n/a
modification of source routes n/a Yes
Spoofing Yes Yes
Fabrication
fabrication of error messages Yes Yes
fabrication of source routes (cache poisoning) No Yes

Table 1: Summary of vulnerabilities of AODV and DSR.

S<«> A <«>B «—>(C D +—X

!

Figure 1: A simple ad hoc network.

3.1.1 Redirection with modified route se-

quence numbers

Protocols such as AODV and DSDV [9] instantiate
and maintain routes by assigning monotonically in-
creasing sequence numbers to routes toward specific
destinations. We describe an attack on AODV that
allows redirection of routes with the falsification of
destination sequence numbers.

In AODV, any node may divert traffic through it-
self by advertising a route to a node with a destina-
tion_sequence_num greater than the authentic value.
Figure 1 illustrates an example ad hoc network.
Suppose a malicious node, M, receives the RREQ
that originated from S for destination X after it
is re-broadcast by B during route discovery. M
redirects traffic towards itself by unicasting to B
a RREP containing a significantly higher destina-
tion_sequence_num for X than the authentic value
last advertised by X.

Eventually, the RREQ broadcast by B will reach
a node with a valid route to X and a valid RREP
will be propagated unicast back toward S. However,
at that point B will have already received the false
RREP from M. If the destination_sequence_num for
X that M used in the false RREP is higher than the
destination_sequence_num for X in the valid RREP,
B will drop the valid RREP, thinking that the valid
route is stale. All subsequent traffic destined for X
that travels through B will be directed toward M.
The situation will not be corrected until either a le-
gitimate RREQ or a legitimate RREP with a desti-
nation_sequence_num for X higher than that of M’s

S>> A<«—>B «—|\|+—>C+— DY

Figure 2: Another simple ad hoc network.

false RREP enters the network routing traffic.

3.1.2 Redirection with modified hop counts

A redirection attack is also possible in certain proto-
cols, such as AODV, by modification of the hop count
field in route discovery messages. When routing de-
cisions cannot be made by other metrics, AODV uses
the hop count field to determine a shortest path. In
AODV, malicious nodes can attract routes towards
themselves by resetting the hop count field of the
RREP to zero. Similarly, by setting the hop count
field of the RREP to infinity, routes will tend to be
created that do not include the malicious node. Such
an attack is most threatening when combined with
spoofing, as detailed in Section 3.2.

3.1.3 Denial of service with modified source
routes

DSR is a routing protocol which explicitly states
routes in data packets. These routes lack any in-
tegrity checks and a simple denial-of-service attack
can be launched in DSR by altering the source routes
in packet headers.

Assume a shortest path exists from node S to node
X as in Figure 2. Also assume that nodes C' and X
cannot, hear each other, that nodes B and C cannot
hear each other, and that node M is a malicious node
attempting a denial of service attack. Suppose node
S wishes to communicate with node X and that S
has an unexpired route to X in its route cache. S
transmits a data packet toward node X, with the
source route S > A - B> M - C - D - X
contained in the packet’s header. When the malicious



node M receives the packet, it can alter the source
route in the packet’s header, such as deleting node D
from the source route. Consequently, when C receives
the altered packet, it attempts to forward the packet
to X. Since X cannot hear C, the transmission is
unsuccessful.

DSR provides a route maintenance mechanism
such that a node forwarding a packet is responsible
for confirming that the packet has been received by
the next hop along the path. If no confirmation of
receipt is received after retransmitting the packet a
specified maximum number of attempts, this node
should return a route error message to the source
node. In this case, C' would send a route error mes-
sage to S. Since M would be the first hop the route
error takes on its path back to S, M can continue the
denial-of-service attack by dropping this route error
message.

DSR implements another route maintenance mech-
anism called route salvaging to recover from bro-
ken links along a path. When a break occurs, the
node immediately upstream of the break can check
its route cache, and if it has a different route to that
destination, it can use that route instead. In our ex-
ample C' would check its route cache for an alternate
route. If C' only knows of the erroneous route to X,
the DoS attack can be completed.

Modifications to source routes in DSR may also in-
clude the introduction of loops in the specified path.
Although DSR prevents looping during the route dis-
covery process, there are insufficient safeguards to
prevent the insertion of loops into a source route after
a route has been salvaged'.

3.2 Attacks Using Impersonation

Current ad hoc routing protocols do not authenti-
cate source IP addresses. By masquerading as an-
other node, a malicious node can launch many attacks
in a network. This is commonly known as spoofing.
Spoofing occurs when a node misrepresents its iden-
tity in the network, such as by altering its MAC or
IP address in outgoing packets. Spoofing is readily
combined with modification attacks. The following
example illustrates how this attack works in AODV.
Similar attacks are possible in DSR as shown in Ta-
ble 1.

IThere is a potential for loops to form during route sal-
vaging. An intermediate node salvaging the path replaces the
source route in the packet with a new route from its route
cache. DSR prevents infinite looping in this case by allowing
a packet to only be salvaged a finite number of times.

3.2.1 Forming loops by spoofing.

Assume a path exists between the four nodes il-
lustrated below towards destination X as would
follow after an AODV RREQ/RREP exchange:

A—/D

.

B— C—X

In this example, A can hear B and D; B can hear A
and C; D can hear A and C; and C can hear B, D,
and X. M can hear all nodes except X.

A malicious attacker, M, can learn this topology
exists by listening to the RREQ/RREP exchanges
during route discovery. To start the attack, M
changes its MAC address to match A’s, moves closer
to B and out of the range of A. It then sends a RREP
to B that contains a hop count to X that is less than
the one sent by C'. B therefore changes its route to
the destination to go through A, as illustrated below.

A—D
o
B c —X

M then changes its MAC to match B’s, moves
closer to C' and out of range of B, and then sends
to D an RREP with a hop-count lower than what X
had sent. C' then routes through B.

A— D

b

B<+«—C X

At this point a loop is formed and X is partitioned
from the routing. Our example shows how the attack
is possible with a single malicious attacker, however,
multiple attackers may collaborate for the same re-
sult.

3.3 Attacks Using Fabrication

We term the generation of false routing messages as
fabrication attacks. Such attacks can be difficult to
verify as valid constructs, especially in the case of
fabricated error messages claiming that a neighbor
cannot be contacted, as we discuss below.

3.3.1 Falsifying route messages in

AODYV and DSR.

error

AODYV and DSR implement path maintenance mea-
sures to recover broken paths when nodes move. If
the source node moves, route discovery is re-initiated



with a new route request message if the route is still
needed. If the destination node or an intermediate
node along an active path moves, the node upstream
of the link break broadcasts a route error message
to all active upstream neighbors. The node also in-
validates the route for this destination in its routing
table?. Upon receiving a route error message, if a
node has an active route to this destination, and if
the source of the route error message is the node’s
next hop along the path to the destination, the node
deletes its routing table entry for the destination and
forwards the route error message®.

The vulnerability is that routing attacks can be
launched by sending false route error messages. Sup-
pose node S has a route to node X via nodes A, B,
and C, as in Figure 1.

A malicious node M can launch a denial of service
attack against X by continually sending route error
messages to B spoofing node C, indicating a broken
link between nodes C' and X. B receives the spoofed
route error message thinking that it came from C'. B
deletes its routing table entry for X and forwards the
route error message on to A, who then also deletes
its routing table entry. If M listens and broadcasts
spoofed route error messages whenever a route is es-
tablished from S to X, M can successfully prevent
communications between S and X.

3.3.2 Route Cache Poisoning in DSR.

Corrupting routing state is also an attack against
routing integrity, but is passive in nature. This occurs
when information stored in routing tables at routers
is either deleted, altered or injected with false infor-
mation. Wired networks have been vulnerable to sim-
ilar attacks [13, 6] but can often be defended against
by security measures at routers. Since the routers in
an ad hoc network are the nodes themselves, central-
ized defense is not possible.

Poisoning route caches is a common example of this
attack. It follows the specifications of the routing pro-
tocol (wired or wireless) to poison caches at routers
with false information. When a router forwards traf-
fic to a destination listed in its routing tables, the
router may unknowingly be forwarding the traffic to
a false address. The following details such an attack
in DSR.

In addition to learning routes from headers of pack-
ets which a node is processing along a path, routes

2Tn DSR the source route is removed from the node’s route
cache.

3The exception in AODV occurs when the RERR message
has the “No delete flag” set. In this case the node forwards
the RERR without deleting its routing table entry.

in DSR may also be learned from promiscuously
received packets. A node overhearing any packet
may add the routing information contained in that
packet’s header to its own route cache, even if that
node is not on the path from source to destination.
For example, in Figure 1 a path exists from node S
to node X via nodes A, B, and C'. If a packet travel-
ing along the source route from S to X is overheard
by another node, that node may then add the route
<S,A,B,C,X> to its route cache.

The vulnerability is that an attacker could easily
exploit this method of learning routes and poison
route caches. Suppose a malicious node M wanted
to poison routes to node X. If M were to broadcast
spoofed packets with source routes to X via itself,
neighboring nodes that overhear the packet transmis-
sion may add the route to their route cache.

Since this route discovery feature of caching over-
heard routing information is optional in DSR, this
exploit can be easily patched by disabling this feature
in the network. The downside of this is that without
this feature DSR, operates at a loss in efficiency.

4 Differentiating Security Re-
quirements

Applications for ad hoc networks are numerous. They
include military operations, emergency rescue mis-
sions, and simple provisioning of wireless network ac-
cess, such as at a conference or in a classroom. In this
section, we classify ad hoc networks into three dis-
tinct environments that differ in security needs and
assumed pre-deployment. We define these classes be-
cause it is difficult to construct a single secure ad hoc
routing protocol to suit the needs of many heteroge-
nous applications. The lower security requirements of
some environments do not justify use of costly proto-
cols that satisfy stricter security policies. The envi-
ronments we define in this section enable us to clearly
state where we expect our secure protocol may be ap-
plied.

4.1 Three Environments

We define a set of three discrete ad hoc wireless envi-
ronments: open, managed-open, and managed-hostile.
The environments differ not only in the level of se-
curity needed, but also in that some environments
may have opportunity for pre-deployed exchange of
security parameters.

In an open environment, random nodes establish
and maintain connectivity to other random nodes



without any trusted third parties in common. Since
any node may be communicating with any other node
for the first time, it cannot be expected that data or
key exchange can occur in advance. This scenario
might exist, for example, for a user walking through
an urban environment or driving on a highway.

The managed-open environment is identical to the
open environment except that nodes wishing to ex-
change communication may be able to exchange ini-
tialization parameters beforehand, perhaps within
the security of an infrastructured network where ses-
sion keys may be exchanged or through a trusted
third party. Additionally, mobile nodes in the
managed-open environment reside within some com-
mon context or geographic proximity. Such an ad hoc
network might be formed by peers at a conference, or
students on a campus.

A managed-hostile environment would be formed
by military nodes in a battle environment, or per-
haps by emergency response crews in a disaster area.
In such an environment, nodes are deployed by a
common source. Consequently, there may be op-
portunity for pre-deployed exchange of security pa-
rameters. The distinguishing security threat of the
managed-hostile environment is that every node is
vulnerable to physical capture and take-over of equip-
ment, where hostile entities can then pose as friendly
entities at a compromised node. Therefore, exposure
of node location from the routing protocol messages
is not desirable, else adversaries may gain an op-
portunity to annihilate users. Countermeasures for
this threat must facilitate detection of compromised
nodes. Means for this include other nodes sensing
erratic behavior of the node, but care must be taken
that nodes do not wrongfully accuse safe nodes of
being compromised.

4.2 Security requirements of ad hoc
networks

We define a number of fundamental security require-
ments for any ad hoc network. A good secure routing
algorithm prevents each of the exploits presented in
Section 3; it must ensure that no node can prevent
successful route discovery and maintenance between
any other nodes other than by non-participation. In
sum, all secure ad hoc routing protocols must satisfy
the following requirements to ensure that path dis-
covery from source to destination functions correctly
in the presence of malicious adversaries:

1. Route signalling cannot be spoofed;

2. Fabricated routing messages cannot be injected

into the network;

3. Routing messages cannot be altered in transit,
except for those changes that must be made ac-
cording to the normal functionality of the rout-
ing protocol;

4. Routing loops cannot be formed through mali-
cious action;

5. Routes cannot be redirected from the shortest
path by malicious action.

The above requirements comprise the security needs
of the open and managed-open environments. The
security needs of these two environments are similar,
however the following additional requirement distin-
guishes the managed-open environment:

6. Unauthorized nodes should be excluded from
route computation and discovery;

Additionally, we assume that the managed-open en-
vironment has the opportunity for pre-deployment or
exchange of public keys, session keys, or certificates.

We define the managed-hostile environment as hav-
ing all the requirements listed above as well as the
following:

7. The network topology must not be exposed nei-
ther to adversaries nor to authorized nodes by
the routing messages.

Exposure of the network topology may be an ad-
vantage for adversaries trying to destroy or capture
nodes.

In the next section, we present the ARAN proto-
col, which is satisfactory for the managed-open envi-
ronment. It does not provide a solution to the open
environment because it requires a trusted certificate
server to operate correctly. It does not provide a so-
lution to the managed-hostile environment because it
exposes the routing topology. Providing solutions to
these environments is the basis of our ongoing work.

ARAN implements public key cryptography and
certificates to ensure secure routing in a managed-
open environment. QOur algorithm is split into two
stages. The first stage is lightweight and guarantees
requirements 1-5; however, it has the disadvantage
that it allows malicious nodes on a path to lengthen
routes on reverse path setup. The more expensive
second stage of the algorithm ensures requirements
1-6, which includes secure shortest paths.



5 Authenticated Routing for
Ad hoc Networks

In this section, we detail the operation of ARAN.
Our security design is intended to manage the special
circumstances common to ad hoc networks: quickly
changing topologies, low-power devices, and het-
erogenous policy requirements of applications. Ac-
cordingly, ARAN is composed of two distinct stages.
The first stage is simple and requires little extra
work from peers beyond traditional ad hoc proto-
cols. Nodes that perform the optional second stage
increase the security of their route, but incur addi-
tional cost for their ad hoc peers who may not comply
(e.g., if they are low on battery resources).

ARAN makes use of cryptographic certificates for
the purposes of authentication and non-repudiation.
These mechanisms allow ARAN to prevent most of
the attacks presented in Section 3 and detect erratic
behavior.

5.1 The ARAN Protocol

ARAN consists of a preliminary certification process,
a mandatory end-to-end authentication stage, and an
optional second stage that provides secure shortest
paths. The optional stage is considerably more ex-
pensive than providing end-to-end authentication.

5.1.1 Certification

ARAN requires the use of a trusted certificate server
T'. Before entering the ad hoc network, each node re-
quests a certificate from T'. Details of how certificates
are revoked are explained below. For a node A,

T — A:certy =[[Pa,Kaq,t,e]Kp_ (1)
The certificate contains the IP address of A, the pub-
lic key of A, a timestamp ¢ of when the certificate was
created, and a time e at which the certificate expires.
Figure 3 summarizes our notation. These variables
are concatenated and signed by 7. All nodes must
maintain fresh certificates with the trusted server and
must know T’s public key.

5.1.2 Stage 1: End-to-End Authentication

The goal of stage 1 is for the source to verify that
the intended destination was reached. In this stage,
the source trusts the destination to chose the return
path.

The protocol is simple compared to most non-
secured ad hoc routing protocols — we note that the

exploits listed in Section 3 are primarily due to the
optimizations that have been introduced into ad hoc
routing protocols for route computation and creation.

A source node, A, begins route instantiation to a
destination X by broadcasting to its neighbors a route
discovery packet (RDP):

A — broadcast : [RDP,IPx, certa, Na,t]Ka— (2)

The RDP includes a packet type identifier (“RDP”),
the IP address of the destination (IPx), A’s certifi-
cate (certn), a nonce N4, and the current time ¢, all
signed with A’s private key. Each time A performs
route discovery, it monotonically increases the nonce.
The nonce and timestamp are used in conjunction
with each other to allow for ease of nonce recycling.
The nonce is made large enough that it will not need
to be recycled within the probable clock skew between
receivers. Nodes then store the nonce they have last
seen with its timestamp. If a nonce later re-appears in
a valid packet that has a later timestamp, the nonce
is assumed to have wrapped around, and is therefore
accepted. Note that a hop count is not included with
the message.

Each node records the neighbor from which it re-
ceived the message. It then forwards the message to
each of its neighbors, signing the contents of the mes-
sage. This signature prevents spoofing attacks that
may alter the route or form loops. Let A’s neighbor
be B.

B — broadcast :
[RDP,IPx,certa, Na,t]Ka_]|Kp_,certp (3)

Nodes do not forward messages for which they have
already seen the (N4,IP4) tuple. The IP address
of A is contained in the certificate, and the mono-
tonically increasing nonce facilitates easy storage of
recently-received nonces.

Upon receiving the broadcast, B’s neighbor C' vali-
dates the signature with the given certificate. C' then
rebroadcasts the RDP to its neighbors, first removing
B’s signature.

C — broadcast :
[[RDP, IPx,certa, N4, t]KA_]KC_, certo (4)

Eventually, the message is received by the destina-
tion, X, who replies to the first RDP that it receives
for a source and a given nonce. There is no guar-
antee that the first RDP received traveled along the
shortest path from the source. The RDP that trav-
els along the shortest path will not be received first
only if it encounters congestion. In this case, how-
ever, a non-congested, non-shortest path is likely to



Kay Public-key of node A.

Ky Private-key of node A.

{d}K 4o+ | Encryption of data d with key K 4.
[d]JKa— | Data d digitally signed by node A.

cert 4 Certficate belonging to node A.

t timestamp.

e Certificate expiration time.

N, Nonce issued by node A.

IP4 IP address of node A.

RDP Route Discovery Packet identifier.

REP REPly packet identifier.

SPC Shortest Path Confirmation packet identifier.
RSP Recorded Shortest Path packet identifier.
ERR ERRor packet identifier.

Figure 3: Table of variables and notation.

be preferred to a congested shortest path because of
the reduction in delay. Because RDPs do not contain
a hop count or specific recorded source route, and
because messages are signed at each hop, malicious
nodes have no opportunity to redirect traffic with the
exploits we described in Section 3.

The destination unicasts a Reply (REP) packet
back along the reverse path to the source. Let the
first node that receives the RDP sent by X be node

D.
X — D : [REP,IP,, cert,, No, ] Kx_  (5)

The REP includes a packet type identifier (“REP”),
the IP address of A (IP,), the certificate belonging to
X (cert,), the nonce and associated timestamp sent
by A. Nodes that receive the REP forward the packet
back to the predecessor from which they received the
original RDP. All REPs are signed by the sender. Let
D’s next hop to the source be node C.

D — C : [[REP,IP,,cert,, Na,t|Kx _|Kp_,certp
(6)
C' validates D’s signature, removes the signature, and

then signs the contents of the message before unicas-
ting the RDP to B.

C — B : [[REP,IP,,cert,, Na,t]Kx_|Kc—,certe (7)

A node checks the signature of the previous hop as the
REP is returned to the source. This avoids attacks
where malicious nodes instantiate routes by imper-
sonation and re-play of X’s message.

When the source receives the REP, it verifies that
the correct nonce was returned by the destination as
well as the destination’s signature.

Only the destination can answer an RDP packet.
Other nodes that already have paths to the desti-

nation cannot reply for the destination. While other
protocols allow this networking optimization, we note
that removing it also removes several possible ex-
ploits and cuts down on the reply traffic received by
the source. If reliability of the REP returning to the
source is a concern, however, the IEEE 802.11 stan-
dard can be relied on to provide hop-by-hop reliabil-
ity. If necessary, a timeout at the source can trigger
a new RDP broadcast. Furthermore, because only
the destination can send REPs, loop freedom is guar-
anteed easily. ARAN is not susceptible to spoofed
REPs that can redirect routing or form loops.

ARAN requires that nodes keep one routing ta-
ble entry per source-destination pair that is cur-
rently active. This is certainly more costly than per-
destination entries in non-secure ad hoc routing pro-
tocols. We will address this overhead in future revi-
sions of the protocol.

5.1.3 Stage 2: Secure Shortest Paths

The first stage of ARAN does not guarantee in a se-
cure fashion that the instantiated route is the shortest
path. The optional second stage of the protocol en-
sures shortest paths but is very costly. Sources must
first perform the first stage of ARAN in order to learn
the certificate of the destination. However, route in-
stantiation has already taken place at the end of stage
one and data transfer may begin while stage 2 occurs.

The source begins by broadcasting a Shortest Path
Confirmation (SPC) message to its neighbors (the
same variables are used as in stage 1.)

A — broadcast :
SPC,IPx,certx, {[IPX,certA, NA,t]KA_}Kx+



(8)

The SPC message begins with the SPC packet iden-
tifier (“SPC”), X’s IP address and certificate. The
source concatenates a signed message containing the
IP address of X, its certificate, a nonce and times-
tamp. This signed message is encrypted with X’s
public key so that other nodes cannot modify the con-
tents.

A neighbor that receives the message, B, rebroad-
casts the message after including its own crypto-
graphic credentials. B signs the encrypted portion
of the received SPC, includes it’s own certificate, and
re-encrypts with the public key of X. This public key
can be obtained in the certificate forwared by A. This
operation is equivalent to B recording its address in
the packet as in DSR and also serves as a hop count
as in AODV. We assume that the encryption method
used by B precludes any adversairies from removing
B’s credentials by simply deleting to the last portion
of the encrypted message.

B — broadcast : IPx, certx,
SPC,IPx,certx,

5.2 Route Maintenance

ARAN is an on-demand protocol. Nodes keep track
of whether routes are active. When no traffic has oc-
curred on an existing route for that route’s lifetime,
the route is simply de-activated in the route table.
Data received on an unactive route causes nodes to
generate an Error (ERR) message that travels the re-
verse path towards the source. Nodes also use ERR
messages to report links in active routes that are bro-
ken due to node movement. All ERR message must
be signed. For a route between source A and desti-
nation X, a node B generates the ERR message for
its neighbor C' as follows:

B = C : [ERR,IP4,IPx cert,, Ny, ]Kp  (11)

This message is forwarded along the path towards the
source without modification. A nonce and timestamp
ensures the ERR message is fresh.

It is extremely difficult to detect when ERR mes-
sages are fabricated for links that are truly active and
not broken. However, because messages are signed,
malicious nodes cannot generate ERR messages for
other nodes. The non-repudiation provided by the

{{{{IPx,certa, Na,t]Ka_}Kx|Kp_,certp} Kxsigned ERR message allows a node to be verified as
(g)the source of each ERR message that it sends. A

Just as in stage 1, nodes that receive the SPC packet
create entries in their routing table so as not to for-
ward duplicate packets. The entry also serves to
route the reply packet from the destination along the
reverse path.

The onion-like signing of messages prevents nodes
in the middle from changing the path in several ways.
First, to increase the path length of the SPC, ma-
licious nodes require an additional valid certificate.
Second, malicious nodes cannot decrease the recorded
path length or alter it because doing so would break
the integrity of the encrypted data.

Once the destination X receives the SPC, it checks
that all the signatures are valid. X replies to the
first SPC it receives and also any SPC with a shorter
recorded path. X sends a Recorded Shortest Path
(RSP) message to the source through its predecessor
D.

X — D : [RSP,IP 4, certx, Na,route] Kx_  (10)

The SPC includes a specific route on which the SPC
must travel. Each node forwards the message without
modification or addition along the route stated in the
packet. Nodes may drop RSP for which they are not
listed. The source eventually receives the packet and
verifies the nonce corresponds to the SPC it originally
generated.
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node which transmits a large number of ERR mes-
sages, whether the ERR messages are valid or fabri-
cated, should be avoided. Though beyond the scope
of this initial paper, such information may be used to
avoid error-prone nodes during route creation.

5.3 Key Revocation

As with any secure system based on cryptographic
certificates, the problem exists of making sure that
certificates are able to be revoked when the holder is
no longer authorized to access the system. In some
environments, with strict security criteria, this revo-
cation mechanism can be very reliable and expensive.
Due to the desired low-overhead in wireless networks,
and to the lower standards of security sought in the
open-managed environment, we provide a best-effort
immediate revocation service that is backed up by the
use of limited-time certificates.

In the event that a certificate needs to be revoked,
the trusted certificate server, T, sends a broadcast
message to the ad hoc group that announces the re-
vocation. Calling the revoked certificate cert,, the

transmission appears as:
T — broadcast : [revoke, cert, | Kp_ (12)

Any node receiving this message re-broadcasts it to
its neighbors. Revocation notices need to be stored



until the revoked certificate would have expired nor-
mally. Any neighbor of the node with the revoked cer-
tificate needs to reform routing as necessary to avoid
transmission through the now-untrusted node.

This method is not failsafe. In some cases, the un-
trusted node that is having its certificate revoked may
be the sole connection between two parts of the ad
hoc network. In this case, the untrusted node may
not forward the notice of revocation for its certificate,
resulting in a partition of the network, as nodes that
have received the revocation notice will no longer for-
ward messages through the untrusted node, while all
other nodes depend on it to reach the rest of the net-
work. This only lasts as long as the untrusted node’s
certificate would have otherwise been valid, or until
the untrusted node is no longer the sole connection
between the two partitions. At the time that the re-
voked certificate should have expired, the untrusted
node is unable to renew the certificate, and routing
across that node ceases. Additionally, to detect this
situation and to hasten the propagation of revocation
notices, when a node meets a new neighbor, it can ex-
change a summary of its revocation notices with that
neighbor; if these summaries do not match, the actual
signed notices can be forwarded and re-broadcasted
to restart propagation of the notice.

6 Conclusion

In this paper we have completed many of the steps to-
ward securing ad hoc networks. By classifying ad hoc
networks according to the security threats of the en-
vironment and whether there is opportunity for pre-
deployment, we can create a generic ad hoc routing
protocol with optional features that are enabled for
a particular environment. In this paper we have pre-
sented a protocol which defends the managed-open
networks against their specific security threats. With
authentication assured, secure routing can be success-
ful in an ad hoc network and nodes can identify er-
ratic nodes and exclude them from routing if neces-
sary. We plan to continue this work by expanding
the ARAN protocol to provide secure routing for the
managed-hostile environment, as well as secure key
exchange for the open networks.
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