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Abstract

Like many peer-to-peer applications, anonymous communication systems are vulnerable to free-
riders, peers that use the system while providing little or no service to others. To complicate matters,
the identity of the free-rider is obscured by the very anonymity such systems are designed to provide,
imposing challenging design constraints for incentive mechanisms to discourage free-riding. We argue
that these constraints are well addressed by requiring currency to be exchanged in return for service.
Based on this idea, we propose a novel technique to allow anonymous digital cash payments to be
made to those who provide service. We incorporate this technique into a class of peer-peer anonymous
protocols that are based on Chaumian mixes while introducing modest message delay overheads and
preserving their architectural simplicity. Finally, we formulate an abstract model of self-interested users
in such a system and show that a payment based incentive mechanism can significantly improve the
degree of anonymity by fostering greater cooperation among peers.
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1 Introduction

The fundamental goal of anonymous communication is to disguise the identity of one or both parties in-
volved in a bi-directional communication from each other and from any potential eavesdropper. This con-
cept has been discussed in the literature for over two decades and has received attention from numerous re-
searchers, who have targeted different aspects of such systems, ranging from formal definitions of anonymity
[14, 20, 25] and practical communication protocols [12, 19, 20] to performance and service degradation
under different malicious attacks [16, 27]. Some researchers have recently suggested building incentive
mechanisms into such systems as a way to increase their robustness [10].
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As noted in [9], anonymity is a property of communication that cannot be provided by the sender (or
receiver) alone. The sender must rely on one or more nodes that will cooperate to disguise its identity.
A number of peer-to-peer anonymous systems have been proposed in the literature [12, 16, 19, 20, 21].
In such systems a group of peers collectively obscure the identity of a message initiator by forwarding
the message randomly among themselves an arbitrary number of times before sending it to its intended
recipient and returning the recipient’s response along the reverse path. In such mechanisms, the message
initiator is anonymous within the group of collaborating peers. That is, from the recipient’s perspective, all
group members are equally likely to have initiated the message. Furthermore, peers that forward messages
cannot distinguish between the true message initiator and an intermediate peer along the forwarding path.
Most of the anonymous protocols proposed in the literature are based on the mix-network concept initially
introduced by Chaum [6], which will be described in Section 4.

An important property of anonymous protocols is the degree of anonymity they provide and their resis-
tance to certain types of malicious attacks that attempt to break anonymity [14, 16, 20, 27]. These metrics
are usually monotonic in the number of peers in the group; having more peers confers a higher degree of
anonymity and higher resistance to malicious attacks. '

Like many other peer-to-peer applications, anonymity systems are vulnerable to free-riders, nodes that
consume the service without providing service to other nodes in the system. Free-ridership has been ob-
served in many peer-to-peer systems. In ﬁle—sharmg systems [2, 13], free-riders download files without
making them available to other users. In ad hoc networks [4, 5], free-riders decline to forward packets for
others while still expecting their own packets to be forwarded. In anonymity systems, free-riders join the
system when they need to establish anonymous communications, provide service while they are joined, but
then leave the system once their immediate needs are fulfilled. This behavior has the potential to undermine
anonymity systems because of two undesirable consequences. First, the presence of free-riders tends to re-
duce the overall number of peers in the group at any particular point in time, which consequently reduces the
degree of anonymity. Second, the frequent turnover in group membership caused by free-riders joining and
leaving the system imposes a hlgh group maintenance overhead and can facilitate certain types of malicious
attacks [27]. % :

For an anonymous protocol to be scalable and effective, users must behave cooperatively by providing
service to each other; yet there certainly are reasons not to do so. There are clear costs and risks associated
with committing local resources to an anonymous communication system, such as the costs of dedicat-
ing computer resources (e.g., network bandwidth, CPU cycles) and the risk of increased scrutiny due to
participation. Notwithstanding numerous examples of dedicated participants in such systems acting altru-
istically, many (if not most) users are likely to behave selfishly when presented with such costs and risks
by becoming free-riders. In systems where the quality of the service provided depends on the number of
participating nodes (as in anonymlty) prov1dmg an explicit incentive to remain joined to the service is of
great importance.

In this work, we consider a novel technique that uses digital cash to provide explicit incentives to reduce
free-ridership in peer-peer anonymous systems. The main contributions of this paper are:

e We propose two payment based mechanisms that use digital cash and are readily coupled with the
operation of the class of anonymous systems that are based on Chaumian mixes (e.g., Tarzan [12],
onion routing [19]). The key idea of these mechanisms is to provide the initiator the ability to embed,
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in each message sent, small anonymous payments destined to those peers who forward the message
along its path. Peers that desire service, can either join the system and accumulate cash by providing
service to others, or can purchase service with an infusion of cash into the system. We argue that the
use of digital cash is well-suited for providing incentives as it preserves the fundamental anonymity
properties and the architectural simplicity of anonymity systems.

¢ We formulate an optimization problem of self-interested peers that are subject to the costs of using
the proposed payment based anonymity system and solve it to obtain the optimal fraction of time
each peer remains joined to the system and the optimal price each is willing to pay per message
sent. Using these results, we show that the incentive mechanisms proposed can significantly improve
the degree of anonymity by reducing the amount of free-riding. Our results indicate that peers very
sensitive to purchasing service can still use the system free of charge by providing service to others
and accumulating revenue for their own demands.

The remainder of this paper is organized as follows. Section 2 provides an overview of the related work
on incentives for cooperation. In Section 3 we discuss why a payment mechanism is suited for anonymous
systems and provide a short background on digital cash. Section 4 presents our design for an incentive
mechanism to be embedded in a mix-type anonymous protocol and discusses security and trust issues along
with possible design variants to address them. In Section 5 we analyze the effectiveness of the incentive
mechanism using a optimization model to capture peers’ cost. Finally, Section 6 concludes the paper.

2 Related Work

A common approach to minimize the impact of free-ridership is to design some incentive mechanism into
the functionality of the system. Much recent work in this area has focused on reputation mechanisms,
whereby peers—individually or collaboratively—identify free-riders and punish them by declining service
to peers with bad reputations [4, 22]. While reputation mechanisms are a promising approach to reducing
the incentive to free-ride in many types of systems, they clearly require peers to know each other’s identities.
In anonymity communication protocols, however, the identity of a free-rider is obscured by the very service
the system is designed to provide.

Despite the aforementioned issues, there have been efforts in applying reputation mechanisms to anony-
mous systems. In particular, Dingledine et. al ([9]) gives an overview of two different systems that were
enhanced with reputation mechanisms. In the Remailer Networks system, a reputation mechanism based on
cluster of nodes is used to provide a more reliable service to users but the authors do not address the issue of
free-riding. The authors also describe their attempts to couple an anonymous publishing system (the Free-
Haven project) with a reputation mechanism to prevent free-riding (publishing content without providing
any reliable storage space). In both cases, the complexity and degree of centralization of the systems were
significantly increased by the addition of reputation mechanisms. The difficulties encountered suggest that
conventional reputation mechanisms might not be suitable to prevent free-ridership in anonymous systems.

It is important to understand the economic forces that drive users to participate in a given peer-peer
system. A broad discussion of the economics (costs and benefits) behind anonymity systems has been
discussed in [1]. The authors enumerate such economic forces and balance them in a model to understand



the implications of user actions. Using a simplified model they show that under some circumstances the
system is not feasible as the cost of anonymity exceeds its benefits. The authors also suggest that a payment-
based incentive could provide an alternative to reputation mechanisms to cover the excess costs, but do not
propose any scheme based on this observation.

The use of payments to promote cooperation has been proposed for peer-to-peer systems other than
anonymity systems. MojoNation [3] was a deployed peer-to-peer network for robust file storage and retrieval
in which peers traded a form of private currency called mojo in exchange for both the storage and retrieval
of data. The main intent of requiring such an exchange was to limit any individual peer’s ability to cause
a denial of service by excessively consuming resources!. Butty4an and Hubaux advocate a payment scheme
for promoting cooperation in mobile ad hoc networks [5]. The authors propose a system for exchanging a
private currency for service and show that this incentive mechanism can push the system to an equilibrium
point where peers cooperate. The implementation of their approach requires all participating peers to have
a tamper-proof hardware to enforce honest exchange of payments. Zhong, Chen and Yang also propose a
payment scheme called Sprite, to encourage cooperation in mobile ad hoc networks [28]. However, their
system does not require the use of specialized hardware and instead, makes use of a centralized record
keeping authority along with a cryptographic scheme for deferred payments. A game-theoretic analysis
establishes that when prices are set appropriately, rational peers behave truthfully and cheating or collusion
is never a better option. Crowcroft, et al. also consider a payment scheme for ad hoc networks, with a focus
on the problem of setting individual prices for service in a distributed fashion [7].

Despite the fact that both ad hoc networks and anonymous communication protocols provide a data
forwarding service, the two applications have different requirements and their respective users have different
utility functions. In ad hoc networks, local battery power and bandwidth are scarce resources, while in
anonymous systems this is less of an issue. In anonymity, one might fear the scrutiny that comes from
helping others engage in dubious activity, while this is not an issue in ad hoc networks. Moreover, the
primary system requirement of an anonymous system is to preserve the identity of a peer, whereas efficient
data transmission is the goal in ad hoc networks. With this in mind, our work differs in many important
respects from related work in ad hoc networks. In particular, we must ensure that the exchange of currency
itself does not enable an attacker to compromise anonymity. The use of a centralized accounting should
not reveal the identity of users involved in a transaction, neither to each other nor to the central authority.
We have also chosen to reject any requirements for specialized hardware since this could constrain the
scale of deployment and ultimately limit the number of participants (which is not desirable for anonymous
protocols).

It is also instructive to contrast an anonymous commumcatlon system with an application like as SETI@home
[17]. SETI@home performs a massively parallel computation by leveraging the CPU resources contributed
by numerous volunteers, who receive little compensation (e.g., being listed as a heavy contributor) and
apparently behave altruistically. Such systems are fundamentally different from anonymous peer-peer sys-
tems. Most importantly, neither cooperation nor communication among the participating nodes is required
in order to contribute to the system as contribution consists solely of local computations. Therefore, the
benefits perceived by each volunteer are largely unaffected by the actions of others, who may join and leave
frequently or contribute very little of their time.2 Thus, the very notion of free-rider does not exist, as either

I'The idea of using currency to limit the power of attackers was also developed by Dailianas and collaborators [8].
2 Although SETI@home has reglstered over 106 users, only about 10 users are active within a given 24 hour period (statistics



a user participates and contributes or not. In such systems, an explicit incentive structure would have little
benefit.

3 Background: Digital Cash

One way a peer-to-peer system can encourage cooperative behavior is by requiring the exchange of a token
in return for service. One can think of a token presented by the peer requesting service as evidence of its past
cooperation. For such a mechanism to be robust against fraud, the token must be irrefutable, which typically
requires that it be issued by a trusted third party, and peers must be prevented from reusing previously spent
tokens. Furthermore tokens must be transferable in the following sense: a token presented to its issuer can be
exchanged for a new token that the presenter may then use to acquire service. To ensure anonymity, it must
be impossible for the token issuer to link any individual token use to the peer that initially requested that
token. Mechanisms for issuing and exchanging such tokens already exist in the form of several digital cash
schemes developed over the last decade. It is therefore reasonable to consider whether these mechanisms
can be easily adopted to provide incentives in anonymous communication systems.

We propose an incentive mechanism. that makes extensive use of digital cash and some of its fundamental
properties. Digital cash is a mature field of research and still a promising practical idea, despite the failure
of initial attempts to bring digital cash to the public domain [26]. A reason for this failure was the meager
demand for digital cash attributable to the lack of applications that required its use. Although digital cash
infrastructures do not currently exist in the public domain, systems that make extensive use of digital cash,
such as the one proposed here, could increase the demand and accelerate its deployment.

We will assume the existence of a publicly accessible authority issuing digital cash, which we will call
the Bank, and a digital cash mechanism with fairly standard properties.} Note that the Bank need not be
a centralized entity nor be under single administration, as long as different entities recognize and value
each others’ currency. The most important property of the digital cash mechanism is that it renders the
relationship between a payer and its purchases untraceable by either the Bank or by the payee. Ideally, a
transaction should not even reveal partial information about the payer. Also, the digital cash mechanism
should be implementable solely in software and not rely on tamper-proof hardware such as a smart card.
Payments using digital cash can be either off-line or on-line. On-line payments require an interaction with
the Bank for each transaction as it occurs. This allows the Bank to prevent malicious users from double-
spending—repeatedly spending the same unit of currency with different payees. Off-line payments do not
involve the Bank at the time of transaction and can only detect double-spending after the fact. Most off-line
payment schemes provide a disincentive to double-spend by using cryptographic payment protocols which
reveal the identity of the payer if a unit of currency is double-spent, but not if it is spent only once [23].4
Off-line payment protocols require a chal]enge-response interaction between payee and payer but do not
in [17]).

3 An alternative to general-use digital cash is to issue a private form of cash for use only within the anonymity system. We
advocate using a public Bank primarily because of the difficulty of preventing side-exchanges of private cash and secondarily to
reduce the complexity of the anonymity system by using an external issuer of cash. These issues are discussed in more detail in
[111.

“It is reasonable to assume that among users of an anonymous cofmunication protocol, such a disincentive would be particularly
effective in preventing double-spending.




involve the Bank at the time of payment. We do not require other generally desirable properties of digital
cash, like efficient transferability and divisibility, although such properties could potentially be exploited to
make our scheme more efficient. Both the on:line and off-line digital cash systems that will be used in the
incentive mechanism that follows have been fully designed and their description can be found in [23] and
references therein.

4 System Design

Before describing the proposed incentive mechanism, we first review the basic operation of the mix network
which was initially proposed by Chaum [6] and forms the basis of some anonymous protocols proposed
(e.g., [12, 19]). The recursive encryption characteristic of Chaumian mixes is a fundamental requirement of
our mechanism.

In a simplified mix network, a peer wishing to send an anonymous message (known as the initiator)
to some destination D, constructs a path through a set of collaborating peers in the system. The last peer
on this path is responsible for forwarding the message to its ultimate destination D. The initiator selects
the intermediary peers of the path, possibly at random, and using their respective public keys constructs a
message that is recursively encrypted and has the form:

O=81,{852, {83, {.. - ASL AR D}ir b} Yt Y 1)

where S; is the address of the-i-th peer in the path, L is the path length, and {X} k;+ denotes message X

encrypted with public key X;*.3 In onion routing ([19]), this recursively encrypted message is known as an
onion and we adopt this nomenclature in the subsequent text.

After constructing, the onion, the initiator then forwards it to the first peer of the path, S;. Each interme-
diary peer i in the path will have access to a payload after decrypting the message with its private key. The
payload contains the address of the next hop S;;; and an encrypted payload to be passed to this next hop.
Eventually, the message reaches the last node in the path, which then forwards message R to destination D.
The peers forward any response from D along the reverse path.

The essence of our proposed scheme is to embed a small digital cash payment in each hop of the anony-
mous path. The initiator includes a payment C; for the i-th hop of the path within the encrypted payload
destined for that hop. The inherent source-routing mechanism (initiator determining the anonymous path)
provided by the above protocol is particularly well suited for integration with a payment mechanism, as
the initiator can safely embed a payment for each hop in the path. We consider two possible extensions
of anonymous protocols to support digital cash payments—one using on-line payment and the other using
off-line payment (see Section 3).

5For clarity of presentation, we present simplified encryption for the onion. Real protocols rely on public keys only initially to
distribute symmetric keys, which are used thereafter.



4.1 Protocol With On-Line Payments

In the on-line protocol, each intermediate node must contact the Bank to verify the validity of its payment.
This determines whether the received cash payment has been previously spent. To discourage double spend-
ing, each peer should validate its payment before returning any response messages along the reverse path,
buffering data if necessary.
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Figure 1: Message exchange for the last three hops of a path in the on-line protocol. Not shown in the
diagram is an interaction with the Bank for each node to claim its payment.

To prevent intermediate nodes from receiving payment without providing service, an acknowledgment
mechanism is used to finalize the payment only after the payload has been properly forwarded. The payment
for node i is encrypted with a symmetric key generated by the initiator and accessible only to node i + 1.
On receiving a message, node i sends the encrypted symmetric key to its predecessor in an acknowledgment
message enabling the previous hop to obtain its payment. On receiving an acknowledgment from its succes-
sor, node i decrypts the key and its own payment C; and contacts the Bank to validate it. Figure 1 illustrates
the operation of the on-line protocol.

The payload received by node i is

Bi= {811, Pir {Cili {Kimt I Jir 3]
Ki—1 is a symmetric key and the notation {X}k denotes a message X encrypted with symmetric key K.

The last peer in the path forwards the unencrypted request R to destination D. Since D is not assumed
to participate in the anonymous protocol, the key to its payment is provided in the message payload to this
final peer. Thus, the last payload is given by: '

PL = {D’Ra {CL}KL)KL){KL—I}K;_l}KZ' (3)

Clearly, in this protocol the initiator must trust the last peer in the path to correctly forward the message
to the final destination. Moreover, if a message generates responses from the destination, the last node and
all other nodes in the path should forward the reply along the reverse path to the initiator. We discuss in
more detail both issues of trust and response messages in Sections 4.4 and 4.5, respectively.



4.2 Protocol With Off-Line Payments

The off-line protocol differs from the on-line version mainly in how a node interacts with the Bank. Instead
of interacting with the Bank every time a payment is received, a node can accumulate payments and redeem
them in batch at a later point in time, for example, when the node is idle or about to leave the system.
However, recall that the detection of double-spending using off-line digital cash requires the payee to issue
a challenge to the payer. Since the payer must remain anonymous we provide a mechanism to forward
the challenge from intermediate nodes back to the initiator along the reverse path. Challenges are suitably
encrypted so that only the initiator can read them.

After forwarding the message to destination D, the last hop creates a message containing an encrypted
challenge {q; }«, and sends it along the reverse path. Note that the key used to encrypt the challenge is the
symmetric key that was generated by the initiator to encrypt the payment for this node. Each node i on the
reverse path appends its encrypted challenge {4}, as this message travels toward the initiator, who thus
receives the following message containing encrypted challenges from all intermediate nodes:

{ac}e a1}k, - {ar }x,

After receiving the message with the challenges, the initiator constructs an onion containing a response 7;
for each hop. When the final hbp on the path receives its response r;, it can then forward any response that
might have originated at the destination back towards the sender. Note that the final hop on the path will
immediately send the message to the destination but should buffer any reply until 7; is received from the
initiator.
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Figure 2: Message e)'(change~ for the last three hops of a path in the off-line protocol.

Like the on-line version, the off-line protocol also uses encrypted cash with encrypted keys that are
returned through acknowledgments so that nodes must forward requests in order to receive their payment.
Figure 2 illustrates the operation of the off-line protocol. The off-line protocol has a few advantages, as
it can potentially reduce the overhead associated with Bank interactions and also reduce the ability of the
Bank to break anonymity. These issues will be discussed in the following sections.



4.3 Attacks on Anonymity

It is important to understand what new attacks on: anonymity and on the system itself can be introduced by
a payment mechanism such as the one proposed above. Clearly, the Bank is a new potential attacker and
collusions between peers and the Bank becomes possible.

We argue that the Bank alone will not trivially be able to reveal the identity of the initiator. The anony-
mous property of digital cash will prevent the Bank from linking a given cash payment to the peer to which
that cash was issued. However, a more sophisticated Bank might use traffic analysis to correlate the issue of
digital cash to a given peer with its later redemption by other peers. The on-line version of the protocol is
particularly vulnerable to such an attack, as peers receiving payment must immediately contact the Bank. To
counteract traffic analysis, an initiator might buy large sums of digital cash (in small cash units) infrequently,
as opposed to requesting the Bank to issue digital cash on a per message time-scale. The off-line protocol
is less subject to such an attack as peers can exchange the payments received at any point in time, possibly
even randomly and infrequently.

Furthermore, even if the Bank colludes with one or more nodes the initiator is not trivially revealed.
Since the Bank cannot add any definite information to what colluding nodes might already know, at best
they can join efforts in performing traffic analysis. In this case, traffic analysis can be stronger as more
events might be correlated, but again, we could counteract using similar ideas as above. We also envision
the Bank to be a public accessible authority providing digital cash services also to various other entities,
making traffic analysis of payments much harder, as transactions from the anonymous protocol will be
interleaved with uncorrelated transactions. '

The off-line protocol is subject to the following attack if the initiator is not careful. In order to prevent
double-spending of digital cash, the identity of the initiator will be revealed if the initiator provides a re-
sponse to two different challenges for the same digital cash payment. However, a careful initiator cannot
be tricked into providing two responses to two different challenges for the same digital cash and can safely
issue only one response per digital cash payment.

If our mechanism indeed‘providesz_‘.the necessary incentives to reduce the number of free-riders (see
Section 5), then known attacks. on‘anonymityk will become harder. Increasing the average number of peers
in the system and reducing the average turnover rate will increase the degree of anonymity and provide for
a more resistant system. For example, consider both the predecessor and intersection attacks on anonymous
systems [27]. Both attacks take advantage of the time varying membership of the system and become more
effective with a smaller average number of peers and with a higher turnover rate [27]. By providing an
incentive to participate in the system, both attacks become less effective as the rate of path establishment
decreases (e.g., fewer broken paths) and the group membership changes more slowly.

One could ask if a free-rider is more subject to such attacks than a peer that always cooperates. In this
case, there would already be an implicit incentive for a free-rider to cooperate, since it would be protecting
its own identity. However, it is not clear that this is the case; a peer is not more or less subject to such
attacks if it unilaterally decides to free-ride. The increased resistance to these attacks requires the peers to
collectively make such a decision, and an explicit incentive must be present in order to drive the system in
this direction.



Finally, by introducing a payment-based system we allow malicious users to attempt to exploit the
system in order to gain money. New attacks designed to obtain digital cash from the system can emerge.
Although we are not aware of any trivial and effective attack, it is possible that by colluding with each
other, a set of malicious users could pose a threat to the system. An observation that inherently limits the
effectiveness of such attacks is the fact.the anonymous path is defined solely by the initiator, reducing the
chances of colluding nodes appearing in the same.path.

4.4 Whom to Trust and Malicious Behavior

The problem of exchanging digital products (e.g., digital cash for message forwarding) between two parties
that do not necessarily trust each other has been widely studied over the years. Protocols that guarantee the
success of such transactions are known as fair exchange protocols and a number of them have been proposed
in the literature [15, 18). However, efficient protocols that avoid after-the-fact disputes rely on a common
trusted third party. Protocols that do not use a trusted third party can have a high communication overhead or
unreasonable assumptions (such as requiring the parties to have identical computing power), limiting their
practicality [18]. Moreover, fair exchange protocols are even more complicated if anonymity is required
among the parties.

Although the system proposed above could potentially make use of an existing fair exchange protocol
that provides anonymity among the parties, we choose instead, for the sake of system simplicity, to accept
a certain amount of inherent distrust among the parties involved in a transaction. Distrust can be tolerated
because a peer that has participated in an unfair transaction can retaliate against the misbehaving party, as
we explain below. The possibility of retaliation will motivate peers to behave fairly when engaging in a
transaction. However, it could be possible that stronger punishment mechanisms for misbehaving nodes
are needed; we leave this quéstion for future investigations. A possibility would be to use a reputation
mechanism, such as the one suggested in [4], to discriminate against nodes with bad behavior.

The protocol described above assumes that either the payer or the payee are to be trusted in a particular
transaction. For example, the initiator is trusted to provide valid digital cash to intermediate peers, as a peer
first forwards the message to only then receive a key for the payment. If a payment is invalid a peer can
retaliate by refusing to forward subsequent requests for this path or refusing to forward response messages
back to the initiator, causing the path to be broken and forcing the initiator to create a new path. An initiator
that continuously misbehaves will not be able to receive responses from its destination and will have to create
a new anonymous path for each request. However, the creation of a new path is known to reveal information
about the initiator’s identity (predecessor and intersection attacks [27]). Initiators, who presumably value
anonymity, therefore have an incentive to behave honestly with respect to issuing payments.

The trust relationship is inverted in the transaction between the initiator and the last peer in the path. In
this case, the last peer is trusted to provide service, as it receives its payment prior to forwarding the message
to its final destination. If the last hop misbehaves, the initiator can retaliate by declaring a broken path and
creating a new one which might not include the last hop. A peer that continuously misbehaves will be less
likely to appear in the paths that are formed, reducing the amount of money it receives from the system.

There is also a trust relationship between a peer and its next hop neighbor. A peer trusts its successor to
return an acknowledgment with the key for its encrypted payment. A misbehaving neighbor might neglect
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to do so. However, since not much can be gained through this behavior (certainly no additional cash), a
self-interested peer is unlikely to engage in this action. As a form of retaliation the peer that did not receive
its key might stop forwarding requests and/or responses creating a broken path, which would force the
initiator to create a new path. Again, the hope is that the misbehaving peer will eventually appear in fewer
anonymous paths. '

4.5 Paying for Responses

In our system design thus far, we have focused on providing a payment from the initiator to all intermediate
nodes along the forward path—that is, the path taken by the message as it travels to the destination. We have
implicitly assumed that while Joined to the system, nodes behave cooperatively by forwarding responses
from the destination along the reverse path. We must take care, however, that the payments on the forward
path do not create an undesirable incentive to remain Jjoined but to behave uncooperatively by collecting
payments and not properly forwarding response messages. An initiator whose response message is dropped
by some intermediate node would be unable to identify the individual node at fault but could declare the
path to be broken and create a new path, perhaps entirely disjoint from the original one. However, it might
be desirable to have further incentives to prevent nodes from dropping responses.

A reasonable idea is to consider splitting the payment between the forward and reverse paths. The ini-
tiator would then embed two encrypted payments for an intermediate node of the path giving the keys to the
forward and reverse payments to the node’s successor and predecessor, respectively. The successor returns
the forward key in an acknowledgment to the request message, as described above, and the predecessor re-
turns the reverse key in a similar way when the response message is passed back toward the initiator. Some
additional complexity is needed to prevent a colluding neighbor from providing the reverse key before the
response comes back.5 The main drawbacks of this approach are: (i) the initiator must trust the last hop
on the path to behave honestly by withholding this additional key required in the reverse path until the re-
sponse is returned (besides forwarding the original request to the proper destination); (ii) the initiator cannot
provide a payment that is proportional to the size of the response (at best, it might be able to estimate this
value).

An alternative approach is for the initiator to embed only forward payments in the request and to provide
reverse payments in a separate recursively encrypted messages after it has received the response, which
perhaps can be piggybacked in the next request it sends. This obviously would allow the initiator to pay in
proportion to the size of the response, but would also require all intermediate nodes to place even more trust
the anonymous initiator, since now they must wait for payments after service has been provided. Of course,
intermediate nodes can punish'an initiater for non-payment by dropping subsequent requests and forcing the
initiator to create a new path (which, as described.above might not be in its best interest).

At present, we feel that the second approach outlined above (response payments in a separate message) is
more appropriate for the following reasons: First, it provides the flexibility of having payments proportional
to the size of the responses. Second, retaliation is potentially more effective against the initiator, as it
Jeopardizes its anonymity by having to create multiple paths. Third, to the extent that paths are long lasting,
the opportunity to piggyback the payments is realistic and the overheard will be small. We intend to explore

$We will not describe this mechanism in detail here due to lack of space.

%
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this topic of reverse path payments more fully in future work.

4.6 Performance and Delays

The payment mechanism proposed above will clearly introduce additional communication and computation
overheads to an existing anonymous system that will materialize in the form of delays. This additional
overhead is present in €very message generated and forwarded through the system. In the on-line protocol
nodes along a path are now required to forward an acknowledgment to its predecessor, decrypt the payment

If we assume a scenario where computation resources are plentiful, additional delays will be dominated
by the transactions. In particular, in the on-line and off-line protocols the transactions between a node and
the Bank and between a node and the initiator will, respectively, dominate the additional delays. However,
note that both types of transactions can occur in parallel with waiting for a response message from the
destination, masking the actual delay imposed by the transaction, Thus, we expect the perceived additional

delay imposed by our protocols to be small.

The use of digital cash will also impose overheads as the Bank must be contacted in order to issue digital
cash for the initiator, and issuing anonymous digital cash requires processing and the exchange of messages.

anonymous communication.

S5 Incentive Model

Consider the anonymity system described in the previous section, where a user must embed a payment
of amount g for each hop of the'forwarEling path. For simplicity, we will assume that all paths through the
system are of a fixed length L, thus the tota] cost to send a message is Lq. Let N denote the total number
of users that are willing to use the system. We assume that user ;,1 <i <N, generates messages at a fixed
rate AL that must be delivered anonymously through the system. In order to send its messages anonymously,
a peer must join the system for a minimum amount of time s, during which we assume it cooperates by
forwarding traffic for others.
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Each individual user i optimizes over two decision variables—its level of cooperation ¢; and the amount
pi that it pays from external funds for each message sent through the system. Let s denote the time required
for the system to deliver an anonymous message. Hence, we have that sAL is the minimum fraction of time
a user must be joined to the system in order to satisfy its own needs. Note that s is much smaller than
1/A,, in particular, we assume sA. to be'much less than one. Thus, the level of cooperation ¢;, which can be
interpreted as the fraction of time the user is joined to the system, takes a value in the range [sAL, 1]. Note
that ¢; is bounded away from zero since we assume a user cooperates while it receives service. Although no
assumptions are made with respect to the amount paid to send a message, there is no rational reason for a
user to pay more than L g—the total cost to send a message through the system.

As with the system defined in Section 4, users accumulate revenue while joined by forwarding messages
generated by other peers. Since we assume that a user must necessarily send all anonymous messages it
generates, the rate of cash injected into the system by user i is LgAL. Assuming that peers on an anonymous
path are chosen uniformly at random by the initiator, the rate at which a user accumulates cash by forwarding
messages is given by the aggregate rate of cash injected by all users divided by the average number of users
that are joined to the system. Let A, be the rate at which user i that is joined obtains revenue from the system.
Thus,

_LaZl M

i
A 5 —
J=lyj#i %I

4
Because a user only accumulates revenue while it is joined to the system, the long term rate at which user i
accumulates revenue is A, c;.

Of the total amount Lg of revenue ‘}equiréd to send a message, user i will contribute p; from external
funds. The remaining balance Lg — p; must be collected by serving other users in the system. If the user
has not yet collected this balance, then he/she will have to serve additional requests from other users in
order to accumulate the necessary funds, thereby incurring a waiting time before his own message can be
dispatched. The average time spent waiting per message sent will be denoted by w(p;,c;). Observe that the
waiting time is clearly a function of the local decision variables and rate parameter. For example, if a user is
willing to pay the full price to send each of its anonymous messages (p; = L q), then his waiting time is zero.
Similarly, if a peer is permanently joined to the system (ci=1) and has a relatively low message request rate
(AL small), one might expect his waiting time to be near zero even if it is unwilling to pay anything (p; = 0).

:

Each user then performs a-local optimization to minimize the weighted sum of the costs involved in
participating in the system. In particular, we consider the following three costs:

Level of cooperation: We assume that users suffer some cost for being cooperative for a variety of
reasons ranging from the commitment of local resources for forwarding other users’ traffic, to the increased
risk of scrutiny incurred by participating in an anonymity preserving system. Because this cost is difficult
to quantify, we model it simply as a linear function of the decision variable ci.

Net cash flow rate: Users naturally value money, so there is a cost associated with paying money in
order for a user to send messages anonymously through the system. Because users are both paying out and
receiving money, each user will see a net cash flow rate, 7\;-171' - ?»i ¢, which we will treat as a cost.”

"Note that if a user receives money at a higher rate than it spends, the net cash flow will take a negative value.
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Average waiting time: Since users are also sensitive to delays, there is a cost associated with the average
waiting time w(p;, ¢;) before a message can be sent. An analytical expression for the average waiting time
can be determined in several ways; we consider a queueing model that captures the user’s behavior within
our system.

% . [
revenuel Apit e
Lq
—
—
—
messages
AL —>

Figure 3: Leaky bucket—a model for the waiting time of a given user before it can send out an anonymous
message. '

The interaction between anonymouys messages generated by a user and the amount of revenue accu-
mulated is well captured by what is known as a leaky bucket model [24], illustrated in Figure 3. A leaky
bucket is composed of two separate queues that are used to store messages and tokens, respectively. When
a message arrives to an empty message queue and a token is available in the token queue, the message is
immediately dispatched and one token is consumed. If no tokens are present when a message arrives, the
message has to wait until a token is generated and only then is it dispatched. Both messages and tokens
are generated according to fixed rates. In our case, messages represent anonymous messages generated by
users at rate AL, Tokens map directly to revenue accumulated by the user, which is generated from his own
payment and from being joined to the system. The overall rate at which a user accumulates revenue is given
by (A pi +Alc;)/(Lq), which is normalized to match the cost of sending a single anonymous message.
Assuming that both queues have inﬁnité'stora'ge capacity and that both messages and tokens arrive accord-
ing to Poisson processes, the waiting time of a message in the leaky bucket before it is dispatched, can be
approximated by the waiting time of an M/M/1 queueing system [24]. Using a well-known result for the
M/M/1 queue, the average waiting time for user i, is:

0 ifp;>Lq
w(pi,c;) = 1/ (ﬁﬁ;“"_;"cﬂ - M) otherwise )

Note that we explicitly model the fact the waiting time is zero when p; > Lg.

A necessary condition for stability in the leaky bucket model above is that the token arrival rate must be
greater than the message arrival rate. This condition makes intuitive sense, since failure to satisfy it would
mean that the user is unable to send all of his messages.?

In a diverse group of users, we expect each user to have different sensitivities to each of the costs
enumerated above. For example, one user might be very sensitive to paying to send its anonymous messages
while another might be more concerned with the waiting time. To capture the heterogeneity among users,
we assign user-dependent weights oy, B; and v; to each of the costs.

8 An alternate modeling option here would be to allow the user to reduce its anonymous message rate to match available revenue.
We do not consider this option here.
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Having laid the necessary groundwork, we may now write the local optimization for user i

min_ ouw(p;,cq)+ Bi(A%pi — Mci) +Yici 6

subject to
MpiEc;—MLgYY ci+eiLgS M >0 (7
sM.<¢ <1, 0< p;. 6]

The feasible region for this optimization is defined by the leaky bucket stability constraint, which is
expanded in relation (7), and by the bounds on the decision variables (8). It can be shown that the objective
function (6) is convex within this feasible region and that the feasible region is itself a convex set. By
these convexity properties, we can conclude that there is a unique feasible optimal solution for each user.
However, due to the nonlinearity of constraint (7) and the objective (6) (note the product p; ¢;), solving
this optimization problem analytically is challenging and we therefore rely on numerical solution methods.
However, a simple approximation obtained by ignoring the nonlinear term could be considered in targeting
an analytical solution, although we leave this for future investigations.

5.1 Solving the model

To make our model tractable, we aggregate users into a fixed number of classes, M, where users within
each class have identical behavior. (Note that subscript ; will now denote a class and not a user.) We will
also assume that each class contains an identical number of users, although this assumption can readily be
relaxed by associating weights with the different classes. Moreover, we assume that the number of users in
each class is large enough such that we can approximate AL by ignoring its dependence on a particular user
i. Thus, all users accumulates revenue from the system at the same rate, A.. Using a numerical solution
technique, we can solve the resulting fixed point problem by solving the local optimization problem for
each class sequentially and iterating until the solutions for all classes stabilize. This stable set of decision
variables defines the system equilibrium.

We consider two classes of users, M = 2, where users in class 1 are very sensitive to paying but are
relatively insensitive to waiting, meaning that payments from external funds have more value than waiting
for service or remaining joined to the system. This behavior is modeled accordingly by adjusting the weights
that balance these different costs; a larger weight value indicates higher sensitivity. Users in class 2 have the
opposite behavior and are very sensitive to waiting for service while being more willing to pay for service.
In the case study that follows, both classes are equally sensitive to remaining joined to the system.®. Using
these two classes, we investigate how the system equilibrium given by the optimal choices for the price paid
per message p* = {pj,p3} and for the level of cooperation ¢* = {c},c3}, will differ between each class
under different demands for anonymous message (A! and A2).

We start by inspecting the system equilibrium as a function of the fraction of demand generated by the
two classes. Figure 4 illustrates both p* and c* when the total message demand is kept constant (A} +A2 =2),
but the fraction of the demand generated by each class varies (x-axis denotes the fraction generated by class

®Parameters for the model are: oy = 5, By = 50, 11 =4, 0, =50, B, =5, 1, = 5, L = 10, g=0.1, smax{A!,A?} < 0.01
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Figure 4: Optimal prices and levels of cooperation for classes 1 and 2 as a function of the fraction of total
demand for the two classes. :

1). Note that users from class 2, who are sensitive to delays and less sensitive to payments, will always pay
the full price to send their messages (p* = Lgq = 1), independent of the fraction of demand they generate.
In contrast, users from class 1 will not pay if the fraction of messages they generate is below 0.55, and will
only start paying if this fraction is larger.

Contrary to users from class 1 who remain joined to the system 100% of the time independent of the
fraction of their demand, users from class 2 remain Joined to the system for 40% of the time, as illustrated
by Figure 4. Since class 2 peets have a non-negligible sensitivity in paying for service, a user can recover
part of its cost by serving message requests from others by remaining joined to the system. An interesting
observation is that the revenue provided by users that are more likely to free-ride (being insensitive to
payments), can under certain conditions, enable price sensitive peers to use the service free of charge and
even generate profit by remaining joined to the system.

Figure 5 illustrates the system equilibrium as a function of the total demand on the system, when the
ratio A} /A2 is kept constant (equal to one). Note that both classes pay full price when the demand is low,
as each class cannot collect enough revenue from the system to satisfy its own needs. As demand increases,
eventually class 1 reduces its payments taking advantage of the willingness of class 2 to pay for immediate
service. As demand increases even higher, class 2 also reduces its payment.

At the same time class 1 and 2 reduce their respective payments, they increase th fraction of time joined
to the system, as illustrated by Figure 5. Note that both classes eventually remain joined to the system 100%
of the time, collecting revenue for their own messages. However, in the current model, the optimal price paid
by at least one of the classes when both class are fully cooperative is bounded away from zero (although it
can be very small). A system where optimal prices can be exactly zero when nodes are willing to cooperate
100% of the time seems interesting and is the subject of future study.

The results above show that the incentive mechanism induces a much higher level of cooperation than
the system would have otherwise (see the minimum level of cooperation in each figure). In particular, if
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Figure 5: Optimal prices and levels of cooperation for classes 1 and 2 as a function of the total demand on
the system. For these plots, the ratio for of demand for the two classes is fixed at AM/AZ=1.

no incentive mechanism is adopted, a user would be joined solely for the time required to satisfy its own
demand. This fraction of time is the ratio between s, the time to service a single request, and 1/AL, the
message interarrival time, hence sA.. In any system, sAL must be less than one to ensure stability. However,
in practical systems and under most user behavior we expect sA.. to be much smaller than one as s should
be very small in an efficient system (in the above analysis, we set s such that sA. is smaller than 0.0D).
Although these assumptions may vary, the results shown above illustrate that incentive mechanisms such as
the one proposed, can provide a significant improvement on the level of cooperation by reducing the amount
of free-riding, and hence, improving the degree of anonymity offered by the system.

6 Conclusion

This paper presented a novel payment based technique that makes use of digital cash to provide incentives
for cooperation in peer-peer anonymous communication protocols. We propose two mechanisms that rely
on on-line and off-line infrastructures for digital cash, respectively, that can be coupled with a class of
existent anonymous protocols that are based on a mix-network ([12, 19]). The key idea of our mechanisms
is to provide the initiator the ability to embed anonymous payments to those peers who perform forwarding
services. We argue that our mechanisms preserve anonymity and the architectural simplicity the system. We
also believe that the additional delay overhead introduced by our mechanism should be modest.

We formulate an abstract model of self-interested users that are subject to the costs of using a payment
based anonymity system, such as the one proposed here. Using this model we demonstrated that the incen-
tives provided can significantly improve the degree of anonymity by fostering greater cooperation among
peers, that is, reducing the amount of free riding.

Although we show the existence of a system equilibrium using a centralized solution technique, it is not
yet clear how users would achjeve this equilibrium in a decentralized setting. In addition, we have assumed
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that the price paid and received for forwarding a message a single hop, g, is determined a priori, whereas in
practice this price would likely be set by market mechanisms. An interesting question is to understand the
impact that a fluctuating price hop price will have on the system equilibrium and how this can be introduced
into the actual incentive mechanism.
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