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Abstract

In a publish/subscribe (pub/sub) system, messages are sent to the network and filtered by the net-
work according to subscribers’ interests. When the pub/sub infrastructure is untrusted, it is desirable
to keep both the sensitive messages and the interests secret from the pub/sub network. In this paper,
we formulate this goal as the private subscription problem, which is then shown to be at least as hard
as the single-database private information retrieval problem introduced in [7]. We then describe cryp-
tographic schemes to keep both published messages and subscribers’ interests secret from the network.
Our schemes are computationally secure and support both channel-based filtering and content-based
filtering, the latter supporting both primitive-event detections and composite-event detections. The al-
gorithms we present are efficient in that they are based on symmetric encryptions requiring O(n) cipher
operations for a message of length n.

Key words: Private subscription, Security

*This research has been supported in part by the NSF under grant awards UF-EIES-0205003-UMA and EIA-0080119. Any
opinions, findings, and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily
reflect the views of the National Science Foundation.



1 Introduction

In a publish/subscribe (pub/sub) system, publishers, the entities providing events, advertise information
about events and subsequently publish events to the network. Subscribers, entities interested in receiving
events, subscribe interests and, consequently, receive matched events. The network, typically composed of
brokers, provides the functionalities of advertisement/subscription processing, and event storing, matching

and delivering.

Wang et. al. discussed in [24] several security issues and requirements for Internet-scale pub/sub sys-
tems. Information confidentiality enables a publisher to keep sensitive events secret from a not necessar-
ily trusted pub/sub network. Information confidentiality is attractive in “an application that allows users
(publishers) to post their resumes and sells resume information to interested human resource offices (sub-
scribers) [24].” Subscription confidentiality allows a subscriber to obtain interested data without revealing its
interests, which may disclose sensitive information about the subscriber, to the publishers and the network.
The authors consequently recommended the combination of information and subscription confidentiality
against the network to achieve a strong level of user privacy, although they did not provide a solution for

this problem.

Such confidentiality assurance is desirable in the Transnational Digital Government (TDG) project [10].
The goal of the TDG project is to construct a pub/sub system based on active databases [17] to facilitate
information sharing among the Organization of American States (OAS), Belize and the Dominican Republic.
Consider the following scenario in the TDG project. Subscribers in Belize are interested in being notified
about particular events generated by publishers from the Dominican Republic, via brokers controlled by the
OAS. Additionally, the publishers want to keep events secret from the brokers, and the subscribers wish to
keep their interests secret from both the brokers and the publishers. One approach for providing information
security is the following. A publisher from the Dominican Republic can encrypt all generated events using
a key known only to the subscribers and sends all encrypted events to the network. Evidently, this approach
keeps all events secret from the brokers. However, it is not efficient at all since a subscriber has to receive
all events, no matter whether an event matches its interests or not. Alternatively, subscribers’ interests may
be sent to the publishers and, consequently, only matched events are encrypted and sent by the publishers.
The second approach is quite efficient, but violates the subscription confidentiality since the publishers will

know the interests of the subscribers.

In this paper, we refer to the problem of ensuring information confidentiality and subscription confiden-



tiality as the private subscription problem. We then propose a PRIvatE SubscripTion (PRIEST) scheme that
solves this problem. More specifically, publishers and subscribers share a set of secret keys and all events
generated by the publishers are encrypted by these keys and sent to the network. Subscribers also encrypt
their interests and send their interests to the network. An intermediate node in the network that does not
know any key, is still able to detect events matching the interests. Our scheme supports both channel-based
systems and content-based systems, the latter supporting both primitive-event detections and composite-
event detections. The proposed scheme is efficient in the sense that it is based on symmetric encryptions
and a subscriber only receives matched events. For a message of length n, the scheme requires O(n) cipher

operations and hence is practical to use.

The rest of the paper is organized as follows. In Section 2 we provide some necessary definitions,
describe the system model, and formulate the private subscription problem. Section 3 presents our scheme
to solve the private subscription problem. Section 4 discusses several additional issues. We briefly review

the related work in Section 5 and finally conclude in Section 6.

2 Preliminaries

In this section, we first introduce the notations and the computationally-secure assumptions that are used
in this paper. We then describe the considered pub/sub model, followed by the formulation of the private

subscription problem.

2.1 Notations

Throughout this paper, we will use the following notation unless otherwise stated. Letters in lower case
are used to represent plaintext and keys, e.g., x = {0,1}"* and k = {0,1}"*. Corresponding ciphertext
is denoted by letters in upper case. Encryption, decryption and hash functions are represented by letters in
boldface (S, P, etc.). Letters in calligraphic case (e.g., C) are used to represent sets. We write (z, y) for the

concatenation of x and ¥, and x @® y for the bitwise XOR of z and y'.

'For convenience, if the binary representations of « and y have different lengths, a certain number of Os are padded at the most significant bits
of the smaller one, e.g., 101 ¢ 10110 = 00101 ¢ 10110.



2.2 Intractability assumptions
2.2.1 One-way collision-resistant hash functions

Let H : {0,1}* — {0,1}" be a one-way collision-resistant hash function that maps an input of arbitrary
length to an output of length nj,. We assume that H has the following properties [1], based on which we

will construct a computationally-secure PRIEST scheme:

e preimage resistance — for an output y = H(x), it is computationally infeasible to find any preimage
' such that H(z') = y. Formally, for every constant ¢, and every family of polynomial-size circuits

Cn(+), there exists an integer mg such that for all m > mg, Pr[C,,,(y) = ] < 1/2 + 1/m*;

e collision resistance — it is computationally infeasible to find any two distinct inputs x and x’ such

that H(z) = H(a/).

2.2.2 Factorization assumptions

The integer factorization problem (FACTORING) is the following [1]: “given a positive integer IV, find its
prime factorization; that is, write N = p{'p5*...p;* where the p; are pairwise distinct primes and each

e; > 1.7 It is known that the FACTORING problem is an intractable problem.

2.3 Models

After advertising information about events, a publisher publishes events to the network. If a subscriber is
interested in receiving particular events, it sends its interests to the network. Different proposed schemes in
the literature [4, 11, 23] can be applied to set up routes for event distribution from a publisher to subscribers.
For simplicity, we model the network as a black box that detects events matching subscribers’ interests and
delivers matched events. Without loss of generality, we only consider a single publisher connecting a single

subscriber via the modelled network shown in Figure 1.

Figure 1: A simple model for pub/sub systems.

We can classify pub/sub systems into channel-based (or subject-based) systems and content-based sys-

tems [4].



2.3.1 Channel-based systems

In a channel-based system, publishers publish messages, each of which belongs to one of a fixed set of
channels (alternatively referred to as groups or topics); subscribers subscribe to messages by targeting a
channel and, consequently, receive all messages that are associated with that channel. Let D be the set of
IDs of predefined channels. A message m is modelled as a pair m = (d,x) € D x {0,1}*, where d € D
and z is the content of this message. In this case, a subscriber’s interest is specified as a set of channel IDs,

denoted as Z C D.

Definition 2.1. Given a publisher, a network and a subscriber shown in Figure 1, a PRIvatE Subscrip-

Tion (PRIEST) scheme in a channel-based system consists of
(1) A service, S : T — {0, 1}*, for the subscriber to encrypt each ID d € T in its interest as S(d) = Dy;
(2) A service, P : D x {0,1}* — {0, 1}, for the publisher to encrypt a message m as P(m) = M;

(3) A service, R : {0,1}* — D x {0, 1}*, for the subscriber to recover the ciphertext, i.e., R(P(m)) =

These services should satisfy

Correctness: For any message m = (d, x), m is received by the subscriber if and only if d € Z. Namely,

a subscriber receives all messages associated with the channels that the subscriber’s interest targets.

Privacy: (1) Given an encrypted channel ID D = S(d) in the subscriber’s interest, it is computationally
infeasible for the network to infer d. More formally, for all constants c and for all polynomial-size families
of circuits Cy,(+), there exists an integer mg such that for all m > mg, Pr|C,,(D) =d] < 1/2+1/m*;(2)
Given an encrypted message M = P(m) where m = (d, x), it is computationally infeasible for the network

to infer d or .

Since channel-based systems lack scalability and expressiveness [4] (e.g., limited number of predefined

channels), recent research in pub/sub systems focuses on content-based systems [4, 23].

2.3.2 Content-based systems

Intuitively, PRIEST schemes for channel-based systems are simpler than schemes for content-based systems.
Both the pub/sub architectures STENA [4] and Gryphon [23] support content-based subscriptions. In this
paper, an event notification (or simply an event) is modelled as a set of typed attributes, following the

notations in SIENA. Each individual attribute has a type, a name and a value. An attribute type is chosen



from “a predefined set 7 of primitive types commonly found in programming languages and database query
languages [4],” e.g., string, float, integer. We denote an attribute as o = (type, name, value) and an event
ase = {ai,...,a,}. A subscriber’s interest is specified as an event filter (or simply a filter) consisting of
a set of constraints. A constraint is a tuple consisting of a type, a name, a binary predicate operator chosen
from a predefined set O, and a value for an attribute. An attribute o = (type,,, name,, value, ) matches an
attribute constraint ¢ = (typegs, namey, operatory, valueg) if and only if (type, = typey) A (nameq, =
nameg) N operatorg(values, valuegy), which is denoted as ov < ¢. An event e matches a constraint ¢,

denoted as e -<§[ ¢ in [4], if and only if Jo; € € : a; < .

Currently, we restrict our attention to filters that are composed of a single constraint, i.e., f = ¢. We
leave the discussion of filters consisting of multiple constraints and filters corresponding to composite events

to Section 4.

Definition 2.2. Given a publisher, a network and a subscriber shown in Figure 1, a PRIEST scheme in
a content-based system consists of

(1) A service, S : T x {0,1}* x O x {0,1}* +— {0,1}*, for the subscriber to encrypt filter f as
S(f) =F;

(2) A service, P : T x{0,1}*x{0,1}* + {0, 1}*, for the publisher to encrypt an event e as P(e) = E;

(3) A service, R : {0,1}* +— T x {0,1}* x {0, 1}*, for the subscriber to recover the ciphertext, i.e.,
R(P(e)) =e.

These functions should satisfy

Correctness: Event e is received by the subscriber if and only if R(P(e)) <Y f. Namely, a subscriber

receives all events that match the filter f.

Privacy: (1) Given an encrypted attribute, it is computationally infeasible for the network to infer the
attribute type, attribute name and attribute value; (2) Given an encrypted constraint, it is computationally

infeasible for the network to infer the constraint type, constraint name, constraint value and operator.

Ideally, it is required that all components of a constraint are kept secret from the network. However, as
will be shown later in Section 3.3, it is impossible to hide all information in a filter from the network. More

specifically, the operator in a constraint is exposed to the network.



3 PRIEST schemes

In this section, we first show that the PRIEST problem is at least as hard as the single-database private
information retrieval problem introduced in [7]. We then describe a PRIEST scheme for a channel-based
pub/sub system based on simple XOR operations and one-way collision-resistant hash functions. For a
content-based system, we explain why it is impossible to keep all four components of a constraint secret

from the network, followed by a PRIEST scheme that discloses the operator in a constraint to the network.

3.1 PRIEST schemes and PIR schemes

The Private Information Retrieval (PIR) problem was introduced in [7] and subsequently received extensive
study [3, 5, 6, 9, 15, 16, 25]. In a PIR scheme, a database B is modelled as an n-bit sequence, namely
{0, 1}™. The PIR scheme enables a user to retrieve the i-th (1 < ¢ < n) bit from B without revealing i. Chor
et. al. proved in [7] that, to achieve a single-database PIR scheme that is unconditionally secure, the most
efficient approach has the same communication complexity as the trivial one in which the entire database
is sent to the user, i.e., the communication complexity is O(n). However, to achieve a single-database PIR
scheme that is computationally secure, there exists a scheme in [5] with O(n®) communication complexity

for any € > 0.

Theorem 3.1. PIR<pPRIEST, i.e., the single-database PIR problem polytime reduces to the PRIEST
problem. Proof sketch: Our proof is to construct a single-database PIR scheme based on a PRIEST scheme
in a channel-based system. Assume that there are a total of n channels, indexed as 1, ..., n. The publisher
generates either a 1 or a 0 in each channel. The subscriber is interested in the i-th channel. Consider the case
when the publisher sent n messages to the network, each for a unique channel. These n messages can be
viewed as a database BB composed of an n-bit sequence, i.e., B = {0, 1}", where the j-th bit is the content
(either O or 1) of the message for the j-th channel. Now a PRIEST scheme enables the network to correctly
deliver the message in the i-th channel to the subscriber, namely the ¢-th bit of B. As a consequence, the
subscriber correctly retrieves the i-th bit of B while keeping ¢ secret from the network because of the first

privacy requirement in Definition 2.1. That is, we construct a single-database PIR scheme. [ |

The theorem implies that achieving a PRIEST scheme is at least as hard as achieving a single-database
PIR scheme. This means that, to achieve an unconditionally-secure PRIEST scheme, the most efficient
approach has the same communication complexity as the trivial one in which the entire database is sent to

the subscriber, i.e., the subscriber receives all events generated by the publisher. However, we can construct



a computationally-secure PRIEST scheme that is more efficient, based on the intractability assumptions

described in Section 2.

It is also worth noting that a PRIEST scheme differs from a single-database PIR scheme. In a PIR
scheme, for each user’s query, the database has to send responses to the user, based on which the user
constructs the queried bit. However, in a PRIEST scheme, the network sends an event to the subscriber only
when the event matches the filter. Another difference exists; In a PIR scheme, a user is assumed to know the
physical address of the sought item in the database [6], whereas, most of the interests in PRIEST schemes

are specified through content matching, e.g., keywords, values.

3.2 A channel-based PRIEST scheme

A PRIEST scheme, P, for a channel-based system consists of the following six steps.

Step 1: The publisher distributes secret keys & and &’ to the subscriber. This can be achieved by encrypt-

ing k and %’ using the subscriber’s public key.

Step 2: The publisher secretly delivers all available channel IDs to the subscriber. This can be achieved

using Luby-Rackoff’s algorithm [20] that is based on three different one-way hash functions and key £’;

Step 3: The subscriber chooses a set of IDs to subscribe to, encrypting each chosen ID d as H(d & k).

The encrypted IDs are sent as the subscriber’s interest to the network;

Step 4: The publisher encrypts a message m = (d,z) as M = (H(d @ k), Eg/(z)), where Eg/(x) is the
result of applying Luby-Rackoff’s algorithm on x using k’;

Step 5: When the network receives M, it checks whether M matches subscriber’s interest by XORing
H(d @ k) to each encrypted ID received from the subscriber. M matches the interest if and only if the

XOR-result of H(d @ k) to one of the encrypted IDs is the all-0 sequence, i.e., H(d @ k) is identical to one

of the encrypted IDs. Matched messages are further delivered to the subscriber;

Step 6: After the subscriber receives M from the network, it decrypts the message content using k'

3.2.1 Analysis

Correctness It is reasonable to assume that the number of predefined channels is less than 2"+, i.e., there
is no collision of H(d & k). As a consequence, the XORed result of the H(d & k) in M to one of the

encrypted IDs in the subscriber’s interest is the all-0 sequence if and only if d matches a channel targeted



by the subscriber. That is, the subscriber correctly receives all messages associated with the channels it has

targeted. Once the subscriber receives an encrypted message, it recovers the plaintext of the content using

K.

Privacy The computational security of H directly provides the computational privacy of P.. Note that, to

thwart brute-force attacks, a plaintext is XORed with a key before it is hashed.

Length of k£ and &/ The length of k£ and &’ can be arbitrary. But for sufficient security, both & and £’
should be long enough, e.g., 128 bits.

3.3 A content-based PRIEST scheme

In content-based systems, a subscriber specifies a single constraint ¢ = (typey, nameg, operators, valuey)
in a filter f. Such a filter is encrypted and sent to the network. Every event e generated by the publisher is
also encrypted and sent to the network. A PRIEST scheme needs to ensure that the network learns nothing
about typey, namey, and valuey while correctly detecting an event e if e <g f. It is impossible to keep

operatorg secret from the network because of the following proposition.

Proposition 3.2. Given a value constraint ¢ = (typey, nameg, operatorgy, valuey), it is impossible to

keep both operatory and valuey secret from the network in a PRIEST scheme defined in Definition 2.2.

Proof sketch: Assume that the network receives an encrypted event £ = P(e). For an attribute
a = (typeq,nameq,valuey) of e and the constraint ¢ = (typeg, namey, operatory, valuey), keep-
ing both operatory and valuey secret from the network means that Prloperatory(valueq, valuey)] equals
Pr[—operatory(valueq, valuey)]. Namely, operatorg(value,, valuey) and —operatory (valueq, valueg)
are equally likely to be true. However, to achieve the correctness requirement, the network must have
Pr{opera tory (values, valuey)] > 1 — ¢~ or Pr[—operatory(valueq, valuey)] > 1 — ¢~ for all con-

stants d and all sufficiently large c. That is a contradiction. [ |

The operators in a subscription filter provided by S1ENA [4] include all the common equality and ordering
relations (=, #, <, >, etc.) for all of its types; substring (), prefix (> %), and suffix (* <) operators for
strings; and an operator any that matches any value. In this subsection, we describe a PRIEST scheme
that supports equality and ordering relations for values. A PRIEST scheme supporting string operators is

presented in Section 3.4. Note that a content-based filter with the any operator is similar to an interest in



a channel-based system, in which case, the subscriber receives all events that have an attribute whose type

and name match the filter.

3.3.1 A PRIEST scheme supporting value filters

Observe that if u, v and  are random numbers, for any equality and ordering operator g, we have g(u +
r,v+r) = g(u,v), eg., (u+r) > (v+7r) < u > v. Inother words, the ordering relation between
u + r and v + r is the same as the one between u and v. This means we can “mask’ two numbers, © and
v, by adding a secret number, r, while allowing the third party to tell the ordering relation between the two
numbers and keeping the two numbers secret from the third party. This observation results in a PRIEST

scheme, P,, consisting of the following six steps.

Step 1: The publisher distributes a secret key k£ and a random number r to the subscriber. This step is

similar to the first step of P, described in Section 3.2;

Step 2: The publisher secretly announces all possible attribute types and names to the subscriber. The
publisher defines the range? of each attribute value. Each range is masked by adding 7 and announced to the

subscriber.

Step 3: The subscriber specifies a constraint as ¢ = (typey, nameg, operatory, valueg). ¢ is encrypted

as & = (H(typey ® k), H(namey @ k), operatory, valuey + 1) and sent to the network;

Step 4: The publisher encrypts any attribute o = (type,,, name,, value, ) of an event e into A=(H(typen®
k), H(name,, @ k), valuey + r). Event e = {aq,...,ay} consequently turns to be the cipher form

E:{Al,...,An};

Step 5: When the network receives an encrypted event £, it XORs the H(type,, @ k) and H(name, @ k)
of each A in E with the H(type,@©k) and H(name,®k) in ®, respectively. If both produce all-0 sequences,
attribute A matches the constraint in type and name. In this case, the network further checks the order
relation of the value,+r of that attribute and the value,+r of ® by performing (valueq+1)—(valuey,+1).

The difference is compared to the operatory of ®. All matched events are then delivered to the subscriber;

Step 6: After the subscriber receives an event E from the network, it decrypts the event using k and 7.

*If a range is not specified, the range can be arbitrary large.

10



3.3.2 Analysis

Correctness Similar to the correctness of P., the network is able to correctly detect an encrypted attribute
A matching the encrypted constraint ® in both attribute types and names. Further, based on operatorg and
the subtraction of value,+r and value,+r, the network is able to check whether operator(value,, valuey)

is true. As a consequence, the subscriber indeed receives all events matching the filter.

Privacy We show here that encrypting attribute values by adding a random number suffices to ensure
computational privacy. Let v and r be a value and the random number respectively and let u = v + 7.
Consider the binary addition of v and r. Let u;, v; and r; be the i-th bit of the binary representation of
u, v and r respectively, with the first bit being the least significant bit. Let ¢; be the carry bit that is to be
added with v; and r; (e.g., Pr[c; = 0]=1). Since r is a random number, we have Pr[r; = 1]=Pr[r; = 0]=1/2.

Consequently, we have

Prlu; = 1] = Pr[v; = 1]Pr[r; = 1]Pr[¢; = 1] + Pr[v; = 0]Pr[r; = 0]Pr[c; = 1]

+Pr[v; = 0]Pr[r; = 1]Pr[c; = 0] + Pr[v; = 1]Pr[r; = 0]Pr[¢; = 0]
1 1

= §Pr[ci = 1)(Pr[v; = 1] 4 Pr[v; = 0]) + éPr[cZ- = 0](Pr[v; = 1] + Pr[v; = 0])
= %Pr[ci =1]+ %Pr[ci =0] = %

Similarly, we have Pr[u; = 0]=1/2. That is, given © = v + 7, the network can do nothing significantly better

than “guessing” v and r.

Length of » The length of an attribute value is defined as the number of bits required to represent the
upper range of the value. If there is no range for an attribute value, its length is infinite. The length [, of
r can be chosen as the maximum length of all attribute values that have finite lengths. For a value that has
a length longer than [,., we divide the binary representation of the value into blocks of length [,.. 7 is then

added to each block with the most significant carry bit of a block being considered in the next block.

3.4 A PRIEST scheme supporting string filters

In this subsection, we describe a PRIEST scheme for the three string operators provided in SIENA [4]:

substring (x), prefix (> *), and suffix (x <). Note that a prefix is a substring in the first position and a suffix

11



is a substring in the last position.

We assume that all strings are composed of the characters with ASCII representations. The three string
operators above are all character-unit operators, which means that checking whether two strings are identical
corresponds to comparing those two strings character-by-character. As a consequence, a PRIEST scheme
supporting string operators should enable the network to perform character-by-character comparison while
keeping characters secret from the network. However, a character-by-character comparison is vulnerable
to frequency-based attacks. Let S = C1Cy...Cp and §' = C1C5...C}, be the encrypted string sent
by the publisher and the encrypted substring sent by the subscriber, respectively, where C; (resp. C! ) is
the ciphertext of character ¢; (resp. ¢;). By performing character-by-character comparison, the network
is able to detect whether C; matches C]’- foralll < i < band1 < j < V. Consequently, the network
can classify all encrypted characters into groups such that all characters in a group match each other. For
example, all encrypted characters matching C are classified in the same group. The numbers of characters
in different groups reflect the character frequency, based on which the network can infer a plaintext character
even though it learns nothing about the encryption. Note that such a frequency-based attack works for any

character-unit encryption.

To thwart such attacks, we construct the following scheme. We begin by assuming that all substrings
consist of at least two characters. At the end of this subsection, we will describe a PRIEST scheme for single
character substrings. The distance between two characters is defined as the difference of their corresponding
ASCII codes. Namely, the distance d;; between two characters ¢; and c; is d; j; = a; — a; mod 128, where
a; and a; are the ASCII codes of ¢; and c;, respectively. In the rest of this section, we write d; ; = ¢; — ¢;
for notational simplicity. The distance representation of a string s : cica---¢p is denoted as s, i.e., s =
cidaids -+ dpp_1. Clearly, string 3 : c1dads -+ dpp—1 equals string s : c’ld’271d§,72 . --d’b7b_l if and
forall2 < <b.

. _ - _
onlyifc; =cjandd;;—1 =d}; ,

Assume that 3 : cida1dsg - dyp_1 is encrypted as S : C1Dg D39 -+ Dpp_1, and s c’lal’zy1 5’2
+-+dy yy_ is encrypted as S’ : C1 Dy Dy o+~ Dy, . Since the first character ¢} of s’ can be the io-th
character of s for 1 < ip < b—b'+1, sincludes s’ as a substring if and only if there exists an ¢ such that C|
equals C;,, the ciphertext of character ¢;,, and D; 42,41 = Digtivi1ig4i forall 0 < < b — 2. Given only
S and 9, it is impossible for the network to determine whether s’ is a substring of s since C; (2 < i < b)
is not available to the network. Thus the ciphertext S = C1C5 - - - Cp, of s must be provided for the network
to determine whether s includes s’. However, if the same character in s is encrypted as the same ciphertext,

the network can learn the character frequency by grouping the ciphertext characters of S, i.e., two ciphertext

12



characters in .S are classified in a group if their ciphertext is identical. This problem can be solved using
probabilistic encryption [13]. More specifically, a character in s is encrypted as different ciphertext using
different keys. Let L = {ki,...,kn} be the set of keys to encrypt characters. For each character ¢ of s,
the publisher randomly chooses a key k; € K and encrypts c using k;. Thus a character can be encrypted as
m possible distinct ciphertext, which conceals the character frequency from the network. With probabilistic
encryption, the first character ¢} of s’ can be encrypted by the publisher as a total of m possible ciphertext.
Correspondingly, the subscriber needs to send the m ciphertext of ¢}, denoted as C’Ll, ce C’Lm, to ensure

that the network is able to recognize all ciphertext of ¢} in S. This approach is shown in Figure 2(a).

Publisher @

GG G G
G DDy DopaDe
Network
GDYDL e Dy
CluiCial - (Clm ,
Subscriber @
(a) ()

Figure 2: Two approaches concealing character frequency.

The approach in Figure 2(a) still reveals the character frequency of the first character ¢} of &', namely,
the ciphertext characters in S matching an element in {C 1, C 5, ..., ], } are classified into a group. A
further improvement completely prevents the network from learning the frequency of any single character.
Figure 2(b) shows the improved approach. Two adjacent characters in string s are encrypted as a ciphertext
word, i.e., ¢;c;+1 is encrypted as W; (1 < ¢ < b — 1) using a key randomly chosen from K. The publisher
deletes the first character c; and the first distance do 1 from 5 and encrypts the rest as D3 2043 -+ - Dy 1.
Correspondingly, the subscriber encrypts ds od) 5~ dyy 1y as D5 D) 5+ Dy, p, . It also encrypts the

first two characters cjc5 of s’ as a total of m ciphertext, denoted as W7 ;,..., W{ . using m keys in K.

Based on the approach in Figure 2(b), we construct a PRIEST scheme, Ps, consisting of the following

Six steps.

Step 1: The publisher distributes to the subscriber a key k, a set R = {ry,r2,...,7,,} of random
numbers, and a key set K = {ky, ko, ...,k }, where k ¢ K is used to encrypt attribute types and names, R

is used to encrypt character distances, and K is used to encrypt characters. Note that in practice, R and X

13



may have different sizes;
Step 2: The publisher secretly distributes all possible attribute types and names to the subscriber;

Step 3: The subscriber specifies a constraint ¢ = (typey, nameg, operatory, sq : ¢jcy - - cj,). When

operatory is “

7 (resp. “ > *” and “x < 7), the subscriber is interested in strings that include (resp.
begin with and end with) ss. Let c{dy - --dj;,, be the distance representation of s;. ¢ is encrypted

as & = (H(typeg @ k), H(namey © k), operatory, Er(dsad) ;- ”d;)’,b’fl)’Fk'l (cicy), Fr,(dich),

ey Fk Nhp, and
Er(dj 7. More
specific 1aracter
4. T
ER(dyydys.. dylyy): d32+rvd4,,+rv3 77777777777777 d ’f,i b }t’}gyﬂ 1 Vs ¢; mod m
Fy(ciey: | (Hky), H(e,c®k)) | (H(k,), H(cic;®k,)

Figure 3: Ciphertext of s4 = ¢/ ¢} - - - ¢}, sent by the subscriber.

Step 4: The publisher encrypts a string attribute o = (typeq, namegy, Sqo : c1¢2 - - - ¢p) as A=(H(type,®
k), H(name.®k). En(daosdia---dun 1)V.Fr (c100). Fr. (coca). ... Fu (en ven ) AH(kD. Do (e CQ)>),

whe en-
cry] 162
and rm
E =

Ex(d;pdys... dy, )t idsytry,t dystr, dyp+ry,, | u;=c;modm

..................................................................................................................

<H(kj)s ij(clcz) )
Figure 4: Ciphertext of s, = cic2 - - - ¢ sent by the publisher.

Step 5: Given an attribute A=(H(type, @ k), H(namey ® k), Er(dzadssz---dyp_1), Fp,, (c1c9),
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Fy,, (cac3), ... Fy,  (cp-10), (H(k;), Dy, (c1c2))) and a constraint @ = (H(typey @ k), H(name, ©k),
operatory, Er(dyody 3+~ dy 1), Fiy(c1¢3), Fiy(ciey), .., Fi,, (c1ch)) such that H(type, @ k) =
H(typey @ k) and H(name, @ k) = H(nameys @ k), the network performs the following operations

depending on operator .

(i). operatorg="*"":

Foreachl=1,...,b—0 +1
If there exists a 1 < j < m such that Fy_(c}c)) = Fy, (crerv1)
Compare dy ;| + 7,y With dgy 14112 + Tup,,, fort =3,4,....0"

If all these b’ — 2 encrypted distances are identical, a “ * ” matching is detected.

Figure 5: Operations to detect a “ x ” matching

(ii). operatory=* > *": The operation for a suffix operator is a special case of the operation for a

substring operator when [ = 1. Namely:

If there exists a 1 < j < m such that Fy, (cjc)) = Fy, (cica)
Compare dg’t_l + 1y, Withdy g + 7y, fort =3,4,...,0.
If all these b’ — 2 encrypted distances are identical, a “ > *” matching is detected.

Figure 6: Operations to detect a “ > *” matching

(iii). operatorgy=“x < ": The operation for a suffix operator is a special case of the operation for a

substring operator when [ = b — b’ 4+ 1. Namely:

If there exists a 1 < j < m such that Fy (cjch) = Fkib_b/+1 (Cho_pr11Ch—br12)
Compare di ;1 + 7y, With diyp—py t4p-tr—1 + 7, , fort=3,4,....0"

If all these b’ — 2 encrypted distances are identical, a “ > *” matching is detected.

Figure 7: Operations to detect a “x < ” matching

All matched events are then delivered to the subscriber;

Step 6: After the subscriber receives a matched attribute from the network, it performs the following
operations to recover string s,. Given (H(k;), Dy, (c1c2)), the subscriber is able to separate H(k;) from
Dy (c1¢2) since the hashed value of H is of length nj,. The network determines k; by computing H(k;) for
each k; € K. If H(k;) and H(k;) are identical, k; equals k; and consequently, the subscriber recovers c;ca

by decrypting ij (c1c2) using k;. Based on ¢, the subscriber calculates ug = ¢z mod m and obtains d3 2
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by subtracting 7, from d3 > + 7,,, which further reveals c3. Similarly, the rest of the characters in s, are

recovered.

3.4.1 Analysis
Correctness The correctness of P can be verified through the following statements.

° Cllcé = & Jj ij (C/10/2) = Fkil (Clcl+1). Recall that Fkil (ClClJrl) = <H(kil>, H(Clcl+1 D
ki,)). The collision resistance property of H guarantees that if k; # k;,, the first ny, bits of Fy (¢ ch)
and Fkil (cici41) are different’. So Fk].(c’lc’z) = Fkil (cici41) = 37 : k;j = ky,. Since there are total
128 x 128 different combinations of two characters, it is easy to ensure that, for key k;,, H(c;ci11®k;,)
is distinct for different c;c;11. Consequently, when k; equals k;,, the last ny, bits of Fy (cycy) and

Fkil (ci141) are identical if and only if ¢ ch ® k; = cie41 @ ki, Le., ¢ ch = crepha.

/) /7 . / _ . :
o (dichy = 1) N (Yt € [3,0] : dit—1 + To g = der1-1441-2 + Tuyyy_y) € S includes sy. Since
cy = i1, We have vg = ujy1 & Ty = Tuyy, & dyg = dipa 41 & 3 = ¢jqo. Similarly, we have

¢, =cppi1 fori=4,..., V. Asaresult, sy is a substring of s,.

e s, is recovered correctly by the subscriber. This can be easily verified, as described in Step 6.

Privacy Most of the information that the network receives are hashed values of the one-way function H.
The privacy of these information is achieved based on the security of H. The privacy of Er (d3 2da3 - - - dpp—1)
can be shown through a similar proof to the privacy of the encrypted values in PRIEST scheme P,, described

in Section 3.3.1.

It should be emphasized that P is reasonably secure against a frequency-based attack since the fre-
quency of no single character is revealed. This is achieved by using probabilistic encryption with a total of

m different encryption keys.
We remark that, similar to P,,, operators in P, have to be made known to the network.
3.4.2 Single-character substrings

We briefly describe a scheme P!, that handles the case where a subscriber’s constraint consists of a single

character. P, is constructed based on the intractability assumption of the FACTORING problem. P works

3In practice, m = 10 is enough to conceal the character frequency and it is easy to find ten keys that have distinct hashed values.
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as follows. All characters are mapped to pairwise distinct primes by a mapping agreed to by the publisher
and subscriber. Let p. be the prime corresponding to character c. Let C be the set of characters appearing in
string s : cic - - - ¢,. The publisher generates N = (ape, )?(bpe, )? I1..cc\fer en) Pei» Where a and b satisfy
the following three conditions*: (1) a # b; (2) ged(a,b)=1; and (3) a,b # p. for all ¢ € C. Let ¢ be the
character that the subscriber is interested in; c is encrypted in different forms depending on operatory. If
operatory = “ > ", cis encrypted as C' = (ap.)?. If operatory = “* 7, c is encrypted as C = p2. If
operatory = “x <7, cis encrypted as C' = (bpe)?. When the network receives N and C, it performs dif-
ferent operations depending on operatory. If operatory = “ > ", the network determines whether s has a
prefix of ¢ by checking whether C' divides N, since C' | N < (apc)? | (ape,)?(0e,)* [leiecn ey en) Pei &
Pe = Pe,. Similarly, if operatory = “x < 7, the network checks whether C' divides N since C' | N &

113

(bpe)? | (ape, )2 (bpe, ) T G€C\{e1,0n} Pei € Pe = Dey,- If operatory = * « 7, the network checks whether
C divides N? since C' | N* & (pe)® | (apey)* (b0e,)* [Lesech fer en) Po; < 3¢i € C 2 pe = pe,. In this case,
the network only learns C' and N. Given C), it is intractable to infer p.. Similarly, given N, it is intractable
to infer any p., for ¢; € C. In P., the network does not need to perform a sequence scan on the ciphertext
of s. Consequently, we do not need to encrypt s character-by-character. For example, s can be encrypted
using Luby-Rackoff’s algorithm, which is used in PRIEST scheme P, to encrypt message contents in a

channel-based system. Note that, since the network cannot learn any p,, and the length n of s, P! is secure

against frequency-based attacks.

This section closes with a word on the order operators (e.g., =, #, <, >) on strings. When a character
is mapped to a value of its ASCII code, these operators on strings can be supported in the P, described in

Section 3.3.

4 Discussions

In this section, we discuss several additional issues related to the PRIEST problem.

4.1 Multiple-constraint filters

In Section 3, we only considered filters consisting of a single constraint. Since the network is able to
detect events matching a single encrypted constraint, the PRIEST scheme described above can be easily

extended to detect events matching multiple constraints. However, the relationship among the constraints

*In practice, we can choose a = 2 and b = 3.
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(i.e., conjunction or disjunction) needs to be exposed to the network.

4.2 Composite-event filters

Composite events have been introduced in [8, 12, 14, 19, 21] in order to allow subscribers to receive events
that satisfy complex patterns. Typically, a composite event is specified in terms of conditions or constraints
on attribute values (e.g., timestamp) of a set of primitive events [18]. When the set of primitive events
satisfying the appropriate conditions, we say that the composite event has occurred. We assume in this
paper that the network (rather than the publisher) will generate a notice to the subscriber at the occurrence
of a composite event. The network is required to be able to detect the occurrence of a composite event

without learning anything about primitive events.

In the following, we describe how the PRIEST scheme can support composite event filters for the five

composition schemes discussed in [8].

Disjunction: The event type £ characterizing the disjunction of two events e; and ey is of the form

&1 || 2. An instance e of £ occurs iff e or eg (or both) occurs.

Conjunction: The event type £ characterizing the conjunction of two events e; and es is of the form

&1&&E;. An instance e of £ occurs iff e; and eg occur regardless of their order of occurrence.

Sequence: The event type £ characterizing the sequence of two events e; and es is of the form: &1, &s.

An instance of £ occurs iff e; occurs before es.

Iteration: The event type £ characterizing the iteration of n events of type &; is of the form: n(€;). An

instance of this type occurs iff n events of type £ occur in sequence, n is a positive integer.

Negation: The event type £ characterizing the negation of an event e; is of the form: !(£1). An instance

of this type occurs iff e; does not occur within a time interval of interest.

Disjunction, conjunction and iteration compositions It is clear that the PRIEST scheme described above
supports the disjunction, conjunction, and iteration compositions. Either e; or ey can be privately detected
by the network in the PRIEST scheme. The network only needs to maintain states for occurrences of e;
and eg to detect an event of £ || & or £1&&E,. Additionally, the network can introduce a counter for the

occurrence of a primitive event to detect an event of n(&).
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Sequence composition As described in Section 3, the network is able to detect the order relationship
between two values without learning anything about the values themselves. Assume that the subscriber’s
filter is a sequence composition requiring e; to occur before es. The subscriber first encrypts the constraints
of e1 and ej to be ®1 and P9, respectively. The subscriber consequently encrypts the sequence composition
filter as Fig = (®1, ®o, H(attribute_time @ k), &1 < ®2). To detect whether two events £ (matching
®;) and F» (matching ®5) satisfy Flg, the network first finds the attribute in £; and E5 by XORing the
encrypted attribute name with H(attribute_time & k) and then compares the order relationship of the

associated values in £ and Es.

Negation composition We describe two different compositions that depend on how the time interval,

henceforth called validity interval, is defined.

o If the subscriber wants to receive a notice when an event e does not occur in an interval v starting from
time ¢, the subscriber will send the network the ciphertext of the filter F-, = (®, H(attribute_time @&
k),t+v+7, “negation”), where ® is the encrypted constraint of ¢>. When the network receives F_,
it maintains a state for the occurrence of e. F., is satisfied if the network receives an encrypted event

E whose timestamp is greater than ¢ + v while there is no occurrence of €.

e If the subscriber wants to receive a notice when an event e does not occur in an interval v start-
ing from the occurrence of another event €', the subscriber will send the encrypted filter F/, =
(@, @', H(attribute_time & k), v, “negation”), where ® and @’ are the encrypted constraints of
e and €', respectively. When the network detects the occurrence of €', it records the secret timestamp
'+ of ¢/ and maintains a state for the occurrence of e. F”, will be satisfied if the network receives an
encrypted event E with a timestamp ¢ + r such that (¢ +1) — (¢’ + ) > v while there is no occurrence

of e.

Similar to the fact that operatory in each encrypted constraint is exposed to the network, composite

event filters expose part of information to the network, e.g., ®; < @5 in Fig and v in F”.

4.3 Collusion

The first requirement of the PRIEST scheme, that the subscriber hide its interest from the network, prevents

any collusion between the subscriber and the network. Similarly, the second requirement, that the publisher

SHere we assume that the time is synchronized between the publisher and the subscriber.
Here we also assume that events are sent to the network in the order they are generated.
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keep events secret from the network, prevents any collusion between the publisher and the network.

Let us relax the second requirement and only consider the first one. In this case, if the publisher colludes
with the network, a PRIEST scheme becomes a PrivatE Retrieval scheme by KeYwords (PERKY) [6],

except that a PRIEST scheme requires order relations and string operators.

We should also note that the publisher and the network may exchange any information other than the
subscriber’s interests, although they cannot collude. For example, the network can report the number of
matched events to the publisher so that the publisher can charge the subscriber cost of receiving matched

events.

5 Related work

The most related work to this paper is the scheme proposed by Song er al. [22], where a customer stores
encrypted data on a remote database and wants to search the database by a keyword while keeping the
keyword secret to the database. It is clear, however, that the PRIEST problem is more complicated than
the problem considered in [22], e.g., the PRIEST problem requires not only keyword matching, but also
value ordering detection and string operations. Particularly, the problem considered in [22] corresponds to
the channel-based PRIEST scheme P., where the channel IDs are the keywords that the subscriber wants to
search. From a communication complexity point of view, the number of encrypted channel IDs sent from the
publisher to the network in P, is the same as the number of the words sent from the customer to the remote
database in [22]. Whereas, the number of encrypted filters sent from the subscriber to the network in P, is
less than the number of encrypted queries sent from the customer to the database in [22]. More specifically,
an encrypted query in the latter case is composed of an encrypted keyword and additional information of the
key to be used for the database to conduct the search. On the other hand, an encrypted filter in the former

case does not include the key information.

Recently, Boneh et al. proposed a scheme of Public key Encryption with Keyword Search (PEKS) [2].
A sender encrypts an email with several keywords using a receiver’s public key and sends the ciphertext to
a mail server. A PEKS scheme enables the mail server, by requiring the receiver to send a trapdoor to the
server, to test whether an email consists of a keyword w without learning anything else about the email. A
PRIEST scheme is quite similar to a PEKS scheme. Two differences are worth noting though. First, a PEKS
scheme only provides word-by-word search whereas a PRIEST scheme supports character-by-character

matching. Second, a PRIEST scheme is based on symmetric encryptions whereas a PEKS scheme is based
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on public-key encryptions. In a pub/sub system, the publisher may generate a large amount of data. In this

case, a PEKS scheme is not appropriate for the high encryption overhead of public-key systems.

6 Conclusions

In this paper, we formally introduced the private subscription problem in pub/sub systems, which is shown
to be at least as hard as the single-database Private Information Retrieval (PIR) problem introduced in [7].
Since the most efficient approach of the unconditionally-secure PIR problem has the same communication
complexity as the trivial one in which the entire database is sent to the user, we described a computationally-
secure PRIEST scheme based on the one-wayness assumption of the hash functions and the intractability
assumption of the integer factorization problem. The proposed PRIEST scheme combines information con-
fidentiality and subscription confidentiality against the network to achieve a strong level of user privacy.
Our scheme is flexible that it supports both channel-based and content-based pub/sub systems, the latter
which supports both primitive-event detections and composite-event detections. To that end, the PRIEST
scheme is also efficient and practical to use in current pub/sub systems wherein a large amount of data may

be generated.
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