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Medical processes tend to be complex, concurrent, and exception-prone. They

tend to involve multiple practitioners with very different perspectives about the on-going

process. Thus, we are interested in a process language that can capture this complexity

yet still be understandable to a (trained) medical professional. Moreover, the process lan-

guage should be precise enough to support static analysis techniques and to eventually

drive simulations and executions.

To date we have experimented with using the Little-JIL process programming

language [11], the Propel property elucidation system [10], and several finite-state verifi-

cation systems, specifically LTSA [1, 9], SPIL [5], and FLAVERS [R]. In this paper we

report on our experiences using these technologies to define and evaluate a blood trans-

fusion process. Blood transfusion plays a vital process in modern health systems. Al-

though blood transfusion errors are rare, when they do occur, they can result in death and

are among the most serious types of medical errors. Thus, we use blood transfusion as an

example to demonstrate how our approach is effective at improving the safety of medical

processes.

The rest of this paper is organiTed as follows. Section 2 presents a brief over-

view of the Little-JIL process programming language. Section 3 presents part of the

blood transfusion process as specified using Little-JIL. Section R describes how proper-

ties are specified using Propel and the results of our analysis using finite state verifica-

tion. The final section highlights our results and discusses future work.

!"""#$tt&e()*#"+e,t-res

Little-JIL is a visual language for coordinating tasks that are to be executed by either

computation or human agents. A process is defined in Little-JIL using hierarchically de-

composed steps, where a step represents some specified task to be done by the assigned

agent. Steps may also indicate any prerequisites, postrequisites, and exception handling

behavior that should be associated with the step. Lon-leaf steps, in addition to the above,

also indicate the order for processing all substeps.  The language has precise enough se-

mantics that Little-JIL programs can be executed or can serve as the subject of careful

static analysis.

To help the reader understand the Blood Transfusion process example, we first

give an overview of the semantics and notation of Little-JIL. For a detailed description of

Little-JIL, see the Little-JIL Language Report [11].

0teps2 Steps are the basic elements of Little-JIL programs. As shown in Figure

1, each step has a name and a set of badges to represent the control flow, exceptions han-

dled, prerequisites, and postrequisites. Each step need only be defined once, but can be

referenced many times. References are represented by a step with the name of the refer-

enced step, but with no badges. Although not shown in our examples here, steps also can

indicate the resources required, including the agent responsible for step execution.

0tep"34ec-t$o72 At run-time, a step can be in one of five statesX posted, started,

completed, terminated and retracted as shown in Figure 2. When a step is eligible to be

started, it is moved into the posted state. It is started when the agent assigned to the step

obtains the resources that it requires and begins to do the work. If the step is finished

successfully, it is moved into the completed state and resources are released.  If the agent
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!ig. 1. #ittle-)*# step icon

!ig. '. 0tates associated 3ith #ittle-)*# step e5ecution

fails to complete the 3or:; the step is mo<ed to the terminated state. > step is retracted if

it  is 3ithdra3n from an agenda after ha<ing @een posted @ut 3ithout @eing started @y the

agent. *n the analysis phase; 3e often 3ant to refer to a specific state of a step. Bo do

this; 3e append the state name to the name of the step. Bhus; CBransfuseD0B>RBEGH re-

fers to the step CBransfuseH 3hen it is in the started state.

(tep (e,uencing: E<ery non-leaf step has a sequencing @adge; 3hich defines

the order in 3hich its su@steps e5ecute. > sequential step indicates that its su@steps are to

@e e5ecuted from left to right and is only successfully completed after one of its su@steps

has successfully completed. > parallel step indicates that its su@steps are to @e e5ecuted

asynchronously and that it cannot @e successfully completed until all of its su@steps suc-

cessfully complete. > choice step allo3s the agent to dynamically select a su@step to

e5ecute among its su@steps. > choice step is considered completed only after one of its

su@steps ha<e completed. > try step indicates that its su@steps are e5ecuted from left to

right until one of them has @een completed. > try step is successfully completed only if

one of its su@steps successfully complete.

Exception 4andling: > step in #ittle-)*# can thro3 e5ceptions 3hen aspects

of the step fail. Jor e5ample; if a prerequisite is not satisfied; it may indicate that an e5-

ception is to @e thro3n. > thro3n e5ception is handled @y a matching e5ception handler

associated 3ith the parent step of the step that thro3s the e5ception or; if no such handler

is found; the e5ception is rethro3n @y the parent step.
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All identifying information on the blood product, the transfusion tag, and the patient

identification armband must be verified. Thus there are four substeps to be executed:

!eri%y (roduct .ag 1atc2ed to (roduct 3abel, 72ec8 (roduct 9:piration =ate, !eri%y

(roduct .ag 1atc2ed to (atient >rmband, and !eri%y (roduct .ype 1atc2ed to (atient

@ecord. Since these verification steps are independent of each other, they can be done in

any order, as indicated by the parallel sequencing badge. If any of these substeps finds a

discrepancy, a Aailed(roduct!eri%ication exception is thrown. This exception is

rethrown to the handler Bandle Aailed (roduct !eri%ication associated with the parent of

(roduct !eri%ication, step Cedside 72ec8s. This exception handler, although not shown

here, would handle this discrepancy according to hospital policy.

!i#. &. Blood Bnit Transfusion Crocess

!i#. '. Croduct Derification Crocess
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!   #na&'(in* Processes

Although we have only shown a small part of the 5lood Transfusion process, it is easy to

see that it quickly becomes quite complex. The @ittle-BI@ definition tersely describes

complex control flow. This is both a strength and a weakness. It is a strength because

medical professionals can understand the process definitions and help to describe them

and develop improvements to them. Moreover, the process definition can easily be de-

composed into subprocesses (e.g., diagrams) so that one’s focus can be directed to rela-

tively small, coherent aspects of the process. This terseness is a weakness, however, be-

cause it is easy for humans to overlook or misunderstand some of the complex flows

through the system or among subprocesses. This is particularly true when exceptions or

parallel execution can occur HIJ.

Kne way to help validate a process is to use analysis techniques to verify that

important policies are not violated by the process definition. These policies can be repre-

sented as formal properties stated in terms of the states of the steps. We then apply finite-

state verification techniques to determine if these properties will always hold on all pos-

sible traces through the process. Mor example, for the blood transfusion process, patient

identification on the patient’s armband must match the patient information on the tag af-

fixed to the blood product before that unit of blood is transfused. If this property does not

hold for the process definition, the finite-state verification tool will provide a counterex-

ample trace through the system showing where at least one such violation occurs. We

can use this trace to identify and correct the error in the process and then try to reverify

the revised process definition.

In this section we first describe some of the properties that need to be verified

for the 5lood Transfusion process and how we represented those properties and then de-

scribe what techniques we used to verify these properties.

!.2   3epresentin* Properties

It is a surprisingly difficult task to determine the properties that should be verified. In the

medical field, policies often exist that are a starting point for these properties. 5elow are

some example policies often associated with the blood transfusion process:

! Patient informed consent must be confirmed prior to each blood trans-

fusion process being initiated.

! Patient identification must be verified prior to obtaining a blood speci-

men for a type and cross match.

! Patient identification (namePID number) on the armband must match the

patient identification information on the tag affixed to the blood product

before preparing for infusion.
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!lood%Transfusion%STARTED cannot occur unless

Confirm%Patient%Consent%COMPLETED has already occurred.

Confirm%Patient%Consent%COMPLETED is not required to occur.

After Confirm%Patient%Consent%COMPLETED occurs, an unlimited number of

occurrences of Confirm%Patient%Consent%COMPLETED and all other events in the

alphabet of this property (except !lood%Transfusion%STARTED) are allowed to

happen before the first subsequent !lood%Transfusion%STARTED occurs.
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MM:<RSTURU!=*$-.*V9*?9*Q036*K.#.%08-*W,,(8.*5&'.0*Q7%0'*P+9*XQQX!Y<R!<!<RZ[S=*%&'*$-.*V9

?9*X./%0$3.&$*+,*X.,.&#.\Q036*K.#.%08-*W,,(8.*5&'.0*Q7%0'*P+9*XQQX!Y<R"<!<R!""9

Q&6* +/(&(+&#=* ,(&'(&)#=* %&'* 8+&825#(+&#* +0* 0.8+33.&'%$(+&#* .;/0.##.'* (&* $-(#* /512(8%$(+&* %0.

$-+#.*+,*$-.*%5$-+0A#B*%&'*'+*&+$*&.8.##%0(26*0.,2.8$*$-.*4(.7#*+,*$-.*P%$(+&%2*?8(.&8.*:+5&'%$(+&=

$-.*V9*?9*Q036*K.#.%08-*W,,(8.=*+0*$-.*V9*?9*X./%0$3.&$*+,*X.,.&#.\Q036*K.#.%08-*W,,(8.9
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