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Absiract

TCP has well-known problems cver multi-hop wineless
nobworks as it contlabes congestion and loss, perfcorms
pecrly over time-varving and leesy links, and is fragile
in the presence of oube changes and disconnections.

Ohur contributicn is a clean-slate design and implemen-
tation of a wircless bansport protecol, Hop, that vses e
lable per-bop Block srarsfer as o building block. Hep
is 11 [ast, because it eliminales many sources of over-
hoad as well as noisy end-to-end mle coniral, 20 obust
1o partiticons and oule changes becanse of hop-by-hop
control as well as in-network caching, and 37 simple, be-
cause il obviabes complex end-to-end mbe control as well
as complex interactions between the transport and link
layers. Dur experiments over a 20-node multi-hop mesh
nobwork show thalt Hop is dramatically more efficient
achieving 1 5% 1o 10x goodput over several allermale pro-
tocols across a wide mnge of operating conditions, while
achieving betber Frimess.

I  Imtrosduaction

Wircless networks are LII‘Ii\'.|ui'|I.1LI.1. but tralitional trans-
port protecals pedorm poorly in wireless environments,
especially in multi-hop scenarios. Many studies have
shown that TCE, the universal transpard |:-r\-::-1|.1|.'-::-| lfor re-
liakle transport, is ill-saited for multi-hop 202,11 net-
wiorks, There are three key meascns For this mismalch.
First, multi-hop wireless networks exhibit a range of
loss characteristics depending on node separation, chan-
nel characleristics, external interference, and traffic load,
whereas TCP performs well only under low loss comdi-
tions., Second, many emerging multi-hop wireles net-
wiorks such as long-distmnce wirelezs mesh networks, and
delay-tolerant networks exhibit intermiitent disconnec-
tions or persistent partitions. TCP assumes @ contem-
poranecus enc-to-end mube o ke available and breaks
dewen in partitioned environments [14]. Third, TCP hos

well-known faimess issues due o inleractions bebween
its rate conbel mechanism and C3MA in 802011, cg..
it is commen for some Hows o get completely shut out
when many TCPSR02.11 lows contend simuliancously
[35]. Although many solutions (e.g. [18, 32, 36]) have
boen proposed o addrness parts of these problems, these
have mot gained much tructicn and TCP remains the dom-
inant available allernative oday.

Chur position is that a clean slate re-de=sign of wincles
irmnsport necessilates re-thinking three fundamental de-
sign assumplions in legacy ransporl protocols, namely
that 172 packet is the unit of reliable wircless ransport,
2% end-le-end rabe contrel i the mechanizm for dealing
with congestion, and 31 a conlemporaneous end-to-end
rowte is available. The use of a small pocket as the gran-
ularily of data transfer resulis in increased coverhead [or
acknowledgements, timeouls and relransmissions, cspe-
cially in high contention and loss conditions.  End-io-
end rate contral severely hurts otiliztion as end-to-end
losstdelay Feedback is highly unprediciable in mulli-hop
wirelezs nebworks., The assumption of end-lo-end route
availability =talls TCP during perieds of high contention
and loas, as well as during intermitlent oo persisbent dis-
connections.

Our transport protocol, Hop, wses relfable per-hop
Block transfer as a building bleck, in direct contrust o
the above amsumptions.  Hop makes three fundamen-
tal changes o wircless ransporl. First, Hop neploces
packets with Blocks, Le. lange segments of contiguous
data. Hlocks amortize many sources of cverhead includ-
ing retransmissions, timeouts, and control packels over a
larger unit of iransler, therchy increasing overall utiliza-
tion, Second, Hop does net slow down in response o
erroneous end-to-end Feedback. Instead, it uses hop-by-
hop backpressure, which provides more explicii and sim-
ple Feedback (stoplsend) that is considerably more robust
o Huctuating loss and delay. Third, Hop uses hop-by-
hop reliahility in addition e end-to-end reliability. Thus,
Hep is tolemnt to intermitient disconnections and makes



progress oven during partitions when a contemporancous
end-to-end roule is unavailable.

Large hlocks intmoduce two challenges which Hep
First, end-to-end block
retmnsmissions are consicerably more expensive than

comverts intko opporiunitios.

packet retrmnsmissicns. Hop ensures end-to-end relia-
hility throwgh o powel retrmnsmission scheme called vir-
foiad wetrensmissions, Hop mouters cache large in-transit
blocks in secondary stomge. ponan end-o-end timeout
triggered by an outstanding block, o Hop sender sends a
token corresponding o the Block along portions of the
rowte where the block is already cached, and cnly phys-
ically retransmils blocks along non-overlapping portions
af the roule where it is net cached, Second, large blocks
as the wnil of transmission exocerbates hidden terminal
sitvaticns, Hop wses a novel aok withelding mechanism
that sequences block trmnsfer across multiple senders
transmilting 10 asingle receiver. Thiz lightweight scheme
reduces collisions in hidden terminal scenarios while in-
curring ne acditional control overhead.

A fundamental benedit of Hop is its ability o grace-
fully degrade with increasing loss in o wireless netwaork,
and its elerance 1o disruptions in end-to-end connec-
tivity. In the latter respect, Hop is inspired by work in
delay-tolerant netwecking (IVTM). However, unlike IVTN
transport protecols that ane designed solely for intermit-
tently connected nebworks [ 10], Hop is de=igned o max-
imize throughput Fodh in well-connected mesh networks
as wall as challenged wireless edge networks.

Hexp also co-exists ensily with delay-sensitive applica-
tions like voice-cover-IP and video wsing link-layer pri-
critization. These packels continue 10 wse 2 tadilional
datagram abstruction, bul traverse a separate high pri-
crily queve at the link layer, which the 30211 MAC
cnables using smaller conbention windows and backolT
times. This featurs ;.||n|.".|d:|-' cxists in \-.-i|||.'|:,' used 80211
in'||.l|1.' mentations and com m|.1||il:|-' \'_'l'li|l!-.!|.'|.!li | 1 | Thus, 1 |-::-|:-
requires no modification o 802,11 beyond disabling link
layer acknoowledgments For reliable tealfic.

[n summary, our main contribution is o show that re-
liable per-hop block tmnsfer i= fundamentally betier than
the traditional reliable end-ic—end packet siream abstroc-
tion. We design, implement, and evaluate Hop: a fast,
robusl, and simple protocol for wircless imnsport. The
individual componeni= of Hop's design are simple and
perhaps right out of an undergraduaie networking text-
book, but they provide dramatic improvemenis in combi-
naticn. We compare Hop against 1) legacy TCR, 23 TN
2.5, adelay wwlerant ransport protocal [ 10], 3) Stitched-
TCP, a hop-ky-hop TCP implementation, and 43 TCP-
Westwood, a wircless TCP protocol [21], and show that:

B Hop is 50% better than alternzte schemes over one

hop paths and 7= better over five hop paths, aonoss
arange of 812,11 zettings.

1-3

b Hop scales well with load, and offers 2x improve-
meni in aggregale goodput while being Fairer under
heavy load comprising many large ows. Hop out-
perfooms allemate schemes including TCP by wpio
an order of magnitude for Web braflic workloads.

e Hop is robust o moute changes and partitions: it pro-
vides al least 3% better gooxdpat than TCF in net-
works with high route Hux, and achieves nonzero
end-to-end goodpul even in partitioned networks.

2 Why reliable per-hop block transfer?

[n this section, we Eivu SO 1.'||.'n'||.'n1;.||'.;.I argumenls
foor w|'|:|-' the vse of reliable |H.T‘-|'|l::l|l block transfer with
hesp-by-hop Aow control is better than TCP" s end-to-ened
|:q:||.'|:|:l stream with end-1o-end role contml under hiEh
loss and high varability in Lo and delay.

HBlock vs Packet:

irmnsport Layer per-packel overhend For Hmeouts, oc-

A major source of inefliciency i=

knowledgements and retranzmissions. These sources of
coverhead are Loy in metworks with lesy conlention andd
loss but increase significantly as wircless contention and
loss rales increase. Transfering data in blocks as op-
First, it
amertizes the overhead of each control packet over larger
number of data packets,
tional contrsl packets, for example, to exploil in-network

poeed to pmckels provides two key benclibs.
This allows us to use addi-

caching, which would be prohibitively expensive at the
granularity of a packet.  Second, it enables transport
1o leverage link-layer tochnigques =uch as 302,11 burst
irmnster capability | 1], whose benclits increase with large
Rlocks. In addition, we belicve that a Block-hased proto-
col iz betler suited 1o take advantage of winsless link-
layer optimizations such as opporunistic broadcast (v.g.
ExOR [4]1. network coding (e.g- MIORE [15]), and con-
current iransters (e, CMAP [34]), all of which have
significant control overhead and perform betier when
amertized over large blocks.

Tramsport v= Link-layver Reliability:

I1l\.'|!-| oon I'iL |L1.‘Hi}'.. '-"a'i|.|1 I\.'Z'I.|.I'I.'I1'I|.'|!|' |1|E|'I rav \'.'I'IIII'II'II.'I
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loss rates in high interlerence conditicns In such net-
wiorks, the end-to-end less mbe along a multi-hop path in-
creases exponentially in the number of hops, hence TCP
throughput severely degraces due to prohibitive number
ol retransmisions. The stabe-of-the-art in wircless net-
wiorks is o use sulfficiently large number of 202,11 link-
layer acknowledgements o prowide a reliable channel
abstraction to TCP Heevever, 812,11 retranzmizzions 1)
interact poorly with TCP end-t0-end rate conirol since it
increases RTT varianee, 21 increase per-packet overbead
due 1o more carier sense, backoflz, and acks, especially
under high contention and loss conditicns, and 3) reduce
covierall throughput by disproportionately using the chan-



nel for packse ranemilled cwer bad links, Chur expes-
imenis ghow thal TCP s woes canncd be addressed b
jusl eetling the maximum number of 302 .11 relmnamie-
sicns 1o a large wlue. Unlike TCF, Hop relics polely on
lamport-layer reliabilily and awcdide link-layer reimne-
mimicnes for dala, thereby awcdding negalive inleractions
bedwean the link and ianspor layems.

Epnd-to-end rate control:  RBade sonlrol in TCOF hap-
pne in responee b and-do-end loes and delay feed back
ob=ined from =azh pr.:-:.]-wl. Houws wmr, and -do-2nd fasd-
back ie fundamenially arror-prone and hae high vadance.
in muli-hep wirelsss nedworke einc e each packed can ob-
ear e eignificanily differeni wirelses inlerferance. acrcen
differeni sonlenlicon domaine 2 il ie ranemified acrces
2 n=dwcvk. This vadabilily impacle TCF 's abiliiy 100 10
ulilize paiial pipelining eince TCF windcw eize incdien
emall dusio e commervalive responees io loas, and 2 fully
ulilize channel capacily since. TCF axparisnces more. fre.-
queni redranemiesicon fimeculs, during whizh ne dats ie
lammiiied.

Chur poeiticonis thal fixing TCF & miesontrol algorithm
in anvironmenie with high variabilily ie fundamenially
diffizull Inetead, we droumeenl snd-lo-and rale con-
trol aligedher, and raplace il by hop-by-hop fewe con-
tral. Chur approach hae lwo ey bensfile 17 hop-bey-
hop feedback ie considembly more robuel than 2nd Ao-
and feedback eince il involwes cnly 3 singls soniendion
domzin, and ) bleck-lewel feadback prowides an ag-
gregaled link qualily sslim=le thal hee sonddembly les
varia bility than packed-leswel feadback.

In-petwork Caching:  Cur case for hop-by-hop reli-
able block lansfer in bolstered by isshnokmy irende in
slomags. Falling prices of slomgs devices make a com-
pelling caee for equipping each wireless rouler with faul
eesondary somgs, and wing slomges o @chs blochs thal
are indansil, Caching can help presenl wosled werk
b 11 enabling more afficianl relmnemiesicome by excplodl -
ing sached blocke al inlesmediade hope, and 21 providing
grealer robusiness 1o infermitleni dissonneclions by =n-
abling progress 1o b= made aren though a sonlemporane.-
cus and-io-2nd roule ie una ik ble, Hop axplode slomge
trende 4o fully wilize in-nelwork slomgefor caching data
blocks, and thereby minimizes the cweshead of block re-

3 Desten

Thik esclicn axplaine the Hop prodocol indedzil. Hop ds
designed with the following four design goalk in mind:
= Trdliwation: Hep ehould mawimize channel utiliz-
ficn by minimidng sondrol owerhsad, and should
imanemil d=la 3l cless 1o 80211 CSMNMA opacdiy
when these ie daia o eand.

A hidadis, ——i
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» Bobuzimess: Hop showld cperale afficienily under
a rangs of kes, conlentlion, and dieconnesiion s=d-
tinge, and gracefully degrads 2e nedwork qualiiy
LY N T

» Co-exdztence: Hop shouwld co-sxiel with delay-
sensilive YWoIP and videc raffic withoul adwvemely
impacling their parformance.

» Caching: Heop showld lewerage in-nsdwork slor-
age 1o cashedats, there by improving throughpul by
muinimizing wasled iranemimsione and improwing re-
Eilience 10 dirconneclinne.

Hop's design coneiede of eix main componens: 17 re-
liable pes-hop Lanefer, ) aneurdng =nd Ao-=nd reliabil-
ily, 31 backpressure How condrol, 4] dealing with route.
changee and pardflicne, 5 ack witholding 1o Jandls. hid-
den lerminale, and &) 2 par-node packed schedulas.

31 EKeHabk per-hop hlock fransfer

The unil of reliable iranemiesicon in Hop is 2 Blecl, e,
a large pegment of contiguous data, A block scomprises 2
number of 1xope (The wnil of 2 link layer buml), whichin
{wrn consiets of 2 number of fames (Figurs 1), The pro-
icsol procesde in rounde until a Heck B e sucoeanfully
tmammilied. In round 3, the lanspord b yver s2nde 2a BE M
pasked 1o the nexi-hop requesting an acknowl=dgmeanifor
E. Upon recaipl of the BEYH pacled, the recsiver irans-
mika bilmap acknowledgemeant, BATK, with bile sed for
packeinin the B thal have besn correclly recedved . In pe-
sponss 1o the BATK, the gander tanemile pacleds from
E thal are missing i the recediver, This procedurs. rapeaie
wniil the block is correcily received ol the recediver,

The reascn a BEYH iesend bedorethe beckin the fimi
round i o check if the nesl-hop already hae the bleck
cached, =g, beszuse of 2 rouling bop or an end-lo-and
relranemimicon. To keep 2 BSYMH from locping indef-
initely in the ewsnl of 2 rouling leop, Hop uses TTL-
ecoping 1o drop the BEYM afler 50 hope.

Comtrol Overbeadt  Hep requires mininml conteel
cverhead 1o lmnemil 2 bleck. Ad the link la yer, Hop dis-
ablagacknowledgemeniafor all d=la fames, and only =n-
ableg them 1o s2nd conirol packeis: BSYM and BACK.
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A4 the franspor layer, 3 BACK acknowledges daia in
large. chunke rathes than in single packeie. The reduced
numkber of acknowledg=menl pacleis i ehown in Fig-
we 2, which conlrais the imeline for 2 TOF packed
lammission alongride a block ianeter in Hop, The cu-
mulalive number of Hop and 302 .11 acknow ledgemenis
for the tanefer of 2 block uwsing Hep ie Awe or more
corders of magnilude lees than for an equivaleni num-
ber of packe® using TCF for the defmull block mize of
Hop(1ME). In additicn, Hop reduces idle fime al the link
layer by ansuring thal packeds do nod wail for link-layer
AT e, and ai the anspori layer by disabling @ie con-
ol Thus, Hop nearly always eende dala a2l a mle closs
iz the link capacily.

Spatlal Plpelining:  The use of large blocks and hep-
byw-hop reliabilily can ke a dedrimend for spalial pipelin-
ing eince aach node waile for the mccesdful recaption of
a bleck bafore forwarding il. To improse. pipelining, an
inlermedinde. hop forwarde packeds = eoon a6 il reced wen
#l leaela lxop worlh of neaw packeds instead of waiting for
an anfire bleck. Thue, cur prodecol 1akes full ad vaniage.
of epalial pipelining whils. sirulianscuely scploiting the.
benefiln of bumd {raneter 21 the link Byar.

3.2 Ensoring end-to-end reHabibity
Heop-by-hop reliabiliiy is ineuffci=nl 1o snsure raliable
end -io-end imnemiesion. & block may ke driopped # 1)
an inlermedizle node file in the middle of ianemilting a
bleck 4o the nasi-hop, or 2)il sxceede ile TTL limit.
Heop uses vidual redranemismicne 1o Amil the cweshead
of relmanemiling large blocks, A4 re-imanemifed block is
litely mached 21 nodes along the crigiml rouls wndil the
poind of fxilure or drop. Hence, insl=ad of reimanemitling

Figure3: "Arwal reimnsmiEsion doe 10 pode fikore.

the anfir= bloclk, the eander eende 3 versial - tran snes-
steen, ie, aspecial BEYMH packed, using the: same hop- k-
hop reliable ianefer mechaniem as for a block. Sidual
relmnemimions ex ploil saching al inlarmediais nodes by
only iranemilling the. block when the nexl hop along the
roule does ned alread v have the block cached.

A pramature fimecul in TCP incuwre a high cosl both
dus 1o redundan! ranemiesicn = well = il dedrimen-
1zl rale conlrol sonsequance, so 3 caraful eslimmtion of
timecul is necesmary. In conlraed, widual relranemimione
tiggerad by pramature limeculs do Litile harm, o Hop
eimply uees 2 Axed shorl valus for end Ao-and limeculs,

3.3} Badkpresnre flow comrol

Bale contrel in respones io songeslion ie arilical in TCF
1o prevenl congedicn collapes. In wireless nedworls,
congestion sollapes. @an cosur both due lo increaped
packed ler mles dus 1o condenticn [12], and increaped
loes due Ao buffar drope [11]. Both thess comes resull in
waded work, where 2 packed iavereas ga )l hope cnly
1o ke dropped befors raaching the destination.

Much work has cbeer wed thal and-io-and feadback ie
highly ncdey and difficull 1o inlerprel in wirelesr ned-
wiorkm, which greaily complicaies the dedgn of a lans-
porl prodosal [2, 3], Hop is designed 4o rely solely cn
hep-byr-hop edgnaling instead of and4c-end signaling 1o
awodd songeslion. For 2ach o, 2 Hop nede mondiom
the difference bedwesn the number of blocks recedwed
and the number reliably imnemilled 1o ile nexd-hop =
thown in Figure 4. Hop imiie thie diffasence 1o 2 emall
fxed vahe, . Upon reaching thel limil, 2 Hop node
dies nod e=nd any more BATK e uniil the diffarance drope
i= 2 emaller fxed valus L. In practice, & and L aresed
1= 1 and O respectvely, axceplin highly partilicned ece-
narice (=g, DTME) whers communication opportuniliee
belwean nodes are infrequand.

Backpressure How conlrol in Hop serwes {wo pur-
potes: [3) bedler wilizrlicn, and (b)) bedler managameni
cf slomage. Hop uses backpresmireic improve ulili zadicn,
Congder the following ecenads whers Sowe 1,. .. Aall
ehare the fird link wih 2 low lbes mie. Aeeyme thal the.
rael of Ao 1'e routs hae 3 eimilar low loes mde, wihile

Howe 2. .. 1% — 1) Lravams 3 poor rowls or are pari-
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licned fromiheir destinatione. Led & bethe link cpacily,
py b=the sndAo-2nd loes obearved by the Al Aow, and
pa b= the 2ad -io-2nd loes @i cbeerved by clther owe
(py 4 pg). Withoul beckpressure How sonirel, Hop
wiowld allocale a2 1/ % fraction of link capacily o How 1,
yielding = iodal geodput of IR T (74N oy
the other hand, a prodocol thal dewcles all of the ink =-

pasily 1o How 1 yielde 2 goodpul cloes 42 - (1 — py ).
Thus, backpressure How sonirol achisves a balance. be-
Luwean ulilizalicn and fairnese.

The pecond benefil of backpressure Sow coniral & 1o
manage slomge. Condder the canes where a good link on
a roule i followed by an sxdremel v elow wirelees link.
In thie came, the diepariyin dining rales can cauee the
amouni of elored dala 4o build up cwer ime. Backprese-
sure can avcdd this probl=m by limiling the nmeximum
number of blecls thal accumubizala node.

3.4 FKobuosiness to Partiions

A fundamenial benesfil of Hopis that il conlinues o make
progrens aven when the nelwork & inlesmillenily pari-
ticned. Heop tansfem 2 blocks in 3 hop-by-hop manner
withoul wailing for any =nd -io-end fe=d back. Thus, =ven
it an end-lo-=nd rouleie unawmib bl a1 any podnd of lime,
Heop continues 1o mmake progress along othes hope,

The abilily 1o makes progress during pariilicons reli=s
on knowing which nexi-hop o use. Rouling prodoccls
designed for delay- or diemuplicn -lolemnces sxpose. naxi-
hop informetion ewen it an end Ao-end roule is wnaval-
able (=g. DTLESR [OT1. Howewsr, mesh routing prodc-
cods [26,3] do nod expose this informalion. Hop requires
a rouling prodosol thal expoees nexl hop incrmmlion even
undes partilicned gedlings. In sonjunslicn with a delay-
{odemanl routing prodosol, Hop san accomplich daia iane-
far awven it 2 confempomanecus snd-lo-snd roule & neswss
available, i.2., the nedw ook is always paritioned.

3.5 Handling ddden terminels

The =liminalion of conlrel owethead for Hesk dranefer
improws effsizncy bul has an undasimble gide = ffaci —
il exaserbales loem in hidden {=rminal eifusdicne. Hop
imammile blocks withoul mis sontrel or link-byper re-
lmamemiesimne, whizh =an raeul in a3 conlinuoue elream

of solliniene al a3 raceivwer if the pendess ares hidden from
each clher. While hidd=n 1=sminale are 2 problem ewen
for TP, rale conlrol miligales ils impasi on cwemll
throughpul. Flows thal collids 2l 2 recedwer obeerws in-
creaeed ber and throdile thedr mle. Since diffarani Bowe
gel diff ereni parceplions of loas, some. reduce. their @ie
move aggremively than cthem, remulling in mosl Sows
being compledely shul cul and band width being descded
i one o feaw Bows [15]. Thus, TP & highly wnfair bul
hes good agaregate throughpud.

Hop uees 3 nowel ao ¥ verfarlding 1echnique 1o achieve
high throughpul and f=imess wnder hidden lerminal sit-
uzlicne, Here, 2 recedwer acknowledges cnly one BE M
pasked a1 any lime, and withholde acknowledgameni 1o
cther soncurreni BEYM poackeds uniil the cuisianding
block hascompleded. In thie manner, the receiver ansures
thal il is cnly receiving one blosk from any sandar 21 2
giwen lime, and cther sandems waii their turn, Cince the
block has compleded, the receiver ranemik the BACHK 1o
cne of the other tranemitiss, which slars tanemitling fe
bleck. Thie approach allows us 1o balance wliliztion and
fairnesr by using diffareni polices for delermining the
cuder in which BS¥Me are acknowledged. The recedwer
can preferentially ack sandeam on good links 1o improsve.
throughpul ol the cosl of fairness, or ack sendess in the
aurder of recedwed blocks. On the other hand, TCF shuls
off rome Hows and offers 2 Hxed, unprediciable through-
pulfxirness iad=cH,

Ack wiheolding providss a lighlweighl allesnalive
1o more sxpenmive and consesvalive dechniques like
RTZ42TE 1o deal with hidden ierminale.  The high
ovarhead of BTSATTS ariees from the additional con-
trol packeds, smpecially mince these are broadod pack-
als thal are tmnemilled =l the lowesl bil-raie. The use of
broadead ales mokes RTSMCTS mors conservalive since
a larger conlenticn region & clarsd than iypically re-
quired [34]. In sonlrad, ack withclding requires no ad-
ditinnal conirol packeds (BS Y He and B HKe are alread ¢
in place for bleck iranefer), and cnly largeds hiddan {er-
minal ecenadce inwlving multiple Sowe 1o 2 single re-
cedwer. While cur scheme does ned handle hidden t=rmi-
nal sifuadione cused by Bows 1o differen] recedvers, we
find thai, in praclice., 2 bghiweighl approach eignificanily
all=swizles hidd=n {=rminale a1 ko cosd.

3.6 Pocket scheduoling
Hop's undl of link layer franemission iea ixop, whish is
the mawimumduralicn for which 2n 802 11 = rd =an eand
paskeis in a buml withoul conlending for acce=es [1]. A
{xop asmumes and l=vermageas the bumd mode funclicnaliiy
al the link layer. Hop's echadular e2nde 3 tiop's wiorth of
d=lz from aach Ao 2l 3 dime, theseby sneudng thal the
link layarcan tranemil il afficiandly in bumi mode.

Heop suppods delayseneflive raffic such = VoIP or



video uning link layer phcrilization. 302.11e embles
differentizlion bedwesn the raffis iypes by uwbng araller
CEMA sontention windows and lacked imes for famen
in the higher pricdily queuss. Ther are fowr prceily
quenes supporied by 302 11e — Yodoe, Wideo, Bed Ef-
forl, and Background, lided in cuder of reducing priceily.
Hop indesigned primarily for reliable iranster, s delay-
Bensilive daiagame are scheduled 1o use the high price-
ily YWodce quews al the link byer. Link byer acknowl-
edgment are lurned on for delay-sensitive iafhs. Hop
effectivel v inclales bulk and delay -censiti velafhs by e -
plodting link-layes pricrilizaticn. Hopuses link layer pri-
crilizrlicn ales 1o eeparmle conbrol and date packeds for
ralinble ranspor. The scheduler sende all contrel pack-
i 1o the high picrdiy ¥odce quens. and all dxla packeds 1o
the Backaround quews. This helpe 2 w0dd premadure lime.-
culs and slalled {raneters by ansudng thal control packeds
do nod wail behind large data blecks in the 30211 hard-
ware buther.

Finally, Hop has a Haxible echeduler for data pack-
ele 1o mnable differeni imade-cffe bedwsen wlilizalion and
fairnesr, Hop's defzull echeduling policy is round-robin
acroes all aclive Hows; il ales suppods 2 par-hop pro-
porlicnally fair echedules thal gives more lime 1o pack-
ale oo good links, Although we hawe ndl implemeniad
them, il eeeme slmighitor ward o suppori othes par-hop
echeduling policies ag dagired.

4  Implementotion

We have inplemented in Linux, all the feaiures of Hop
= describead in Seclion 4.2, Chur prododype implamenta -
{icn takes the form of 2 uwear-space library writien in
comprising aboul 5100 linee of code. The prodcscol mne
= 2 singl thread 1o awodd linux {thread scheduling de.-
lay and jitler from impacling pedormmance. Hop iscom-
pleiely implemenied alop UD'E, and has {wo UDTF eockels
cpan al all imes, cne for data packeds and cne for con-
Lrol packede. This eeciion describes mliend feaiuras of the
implemeaniation in detail

4.1 sefting MAC Porometers

Weues Siherce bared wireless chipeeds and the MWadwifi
cpan sowrse 302 11 desdce drwer [20] in owr inplemen-
imlicn. By defauli, the MadWifi driver svppors 302 .11
(o5 exlensions only in the Acces poind mode, W mod -
ify the driwesr 1o enable the funclicnaliiy in the Ad-hos
demo mode 26 well, We use the followding 30211 MA™
layer eedlings in cur prodocal:
m Weged the imnemiesion oppordwnily (lxop) for the
backaround quens 1o the maximum esling permit-
1ed by the MadWif drver (2160 g= or roughly 3KE
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Figure 5: Siale machine for each bleckin Hop

m The sonlenlicn windcw paramedsre (e _mir and
cx_maz ) for all queuss are g lo their dafaull e=d-
{inge.

- Wedirable link layer redanemiedone and aulomaliz
AT e for all packeds being tranemiiied cul through
the Background quews, and enable # for the Yoice
quews.,

e We dieable auwle mis conbrel for packeds senl
through the backgrcund queus and el the daia @is

1o 11 Mbpe, All conirol packeds in cwr syslem ars
ianemilied a1 1Mbpe 1o ansure. grealer reliabiliiy.

4.2 Protocol Implemeniation

We now diesuees the meel impordanl componenie of the.
State machine: The stale mashine for sach blocck in
Hop & shown in Figure 5. Briefly, whan 2 node siare
racedwing 3 block theeisle of the block ie ped 1o IMOCOR-
PLETE. The bleck remrming in INCOMEL ETE elaxle. untl
the node reced ws the compleds. block and aithera BEYM
cr vidual relmanemiesion packed. If the node is the final
derdinalion, il sxnde a0 2nd 4o-=nd mhlaxhd.gﬂnm{iu
the eender acknowledming the recedpl of the. bleck. If the.
nede ie nod the dedination, the elxie of the block i then
g=l i REA TR, and the node locls wp the cache of recend
roudes 1o dedes rrine. the meoed recand roude 4o the dastins -
{izn. I the nexd node along this ecurce- roule path is nod
preseni in the rouling iable., the node Eeuss 3 new proke
iz the deslination, and uses the roule redurned by the new
probe. The node then gende the B5 YN 1o the nexi hop,
and cnce the BATK & receiwd, the dats ie iranemiiied
and the block elmle ie ead 1o DTS SEM'T. The process
of eanding BE¥Me, gelling BACHKe, and eanding daia
repaat uniil the block ie compelsiely imanemitied, afler
which the etaie ie esd 4o SEMD TOME. The etlle of the.



Rlock remains in SEND DIONE wnless o virwal retrans-
missicn message is neccived. Inthis case, the siate of the
block is set back o EEATRY, and the process repeats.
Serialized BACK: Cur implementation wses the Re-
cedved Signal Strength Indicator (R5515 For diffenent
links b cetermine the order in which 10 transmit BAC Ks,
Links arc assigned probabilities in propordion o their
K551 walues. therefore, BSYMs from senders that have
higher =ignal strength are preferentially acknowledged.
The RS5I values for the links is abtained from the 80211
link layer 1o decide which BSYN 1o acknowledge. In
praclice, we lnd that this policy provides a geod balance
Fetween utilization and Fairness.

Hop sockel: The basic Hop protoco] provides a one-wiy
reliable block transfer service and a block transfer AP
for applications 10 send and receive blocks, To enable
exizling applications o casily wse Hop, we also provide
a stream sockel AP like that of TCP, and a datmgram
socket AP like that of UNE When applications use the
sircam or datagram AP o ransfer daia over Hop, o sim-
ple timegout-based balching policy is wsed to determine
the size of a Block, Data is enquened in a Hop bailer
until the timeoul (st to (L3 sccs in our implementation),
alter which il is packaged into a single block and rans-
mitted. An application can also request o send “wgent™
data, which causes the bufler to be immediaiely transmit-
1,

Connection establishmentiicardown: Connection es-
tablishment and teardown in Hop wses o tvo-way hand-
shake. If node A wanis o connect 1o node B, it sends a
SN message 1o B, IF B is willing to acoepl a connec-
tion, it responds with a 3YN-ACK, else it response with
a RET message. All connection setup mes=sages are send
reliably, hence o bwo way handshake is sufficient o es-
iablish a connection (unlike TCP which requires a three-
way handshake]. To reduce the overhead of connecticn
=olup, wie |.liE,‘l_.',,:|l'|'iiI|.'k. a small block with the 3%M |:cn.'|:.:L
(st tom max of BKR in our implementation). Connecticn
tzardown cocurs by sending a FIM message to B, Since
the FIM*s are send reliably ower Hop, we don't need an
explicii FIN-ACK message as in the case of TCPR

Block size oplimization: The irmnsmizsion of o BN
and BACK at the keginning of sach block imnsmis-
sion has high cverhemnd when a bleck iz small in =iz
T improsve efficiency for small blocks (less than EKR),
we piggyback the block together with the BEYN packet
without waiting [or 2 BAC K. While this approaich can re-
sult in wasbed work if the block is already cached at the
next hop, the vtilization bencliis by mavoiding waiting for
a BACK are considerably greaber.

Storage: Hop may need o siore blocks for long dura-
tions o handle long-lived nebwork disconnecticons. Clur
current implementation caches blocks in RAM and only
uses socondary siorage when necessary. In praciice, we

find that we do not need to use sccondary stomge to store
hlocks except in partitioned seitings wherne queues can
build up cver time. I stomge is Alled vp, Blocks can be
aged using a simple LEL policy.

4.3 Routing

Our evaluation of Hop cwer a dynamic iopology uses
the Optimized Link State Routing (OLSR +0.5.5) rout-
ing protescol [26]. A majkor challenge that we face is that
OLER routes Auctuate many times a sccond, even in the
absenoce of any imltfic in the metwork. The reson For
this keheovior is becavuse there are often multiple paths
with similar ETX, and frequent, small changes in the
ETX meiric for paths trigger moute changes. This luc-
tuation cavses frequent ransient loops 1o appear as the
next bop of a pode keeps changing., We modify OLSKE o
damp the rate ot which a node calculabes s moutes From
the link state database.
which resultl in rowle re-computation many limes a =ec-

Instead of the defoult setting=

omd, we wait at lemst 3 seconds bebween sucoessive mute
re-compuiations.

4.4 Hopto TCP Proxy

We have implemented a simple application-level Hop-
TCP proxy that enables a wircless mocde using Hop 1o
conmect 10 a TOP server in a wired nebwork, The prosy
divickes the connection inko two halves: a Hop connection
from the wircless host 1o the proxy, and a TCP connec-
tion from the proxy o the Intemet host. The prosy uses
Hevp's stream socket AP, hence it deos ot need o per-
foorm amy explicit batching of datm received owver the TCP
conmection befors trmnsmitting it over Hop, One limita-
tion of cur current implemeniation is that it breaks the
end 1o end semantics between the client and the Inkemet
server. However, this is an artifact of our userspoce im-
plemeniation. The effect on end-1o-cnd semantics can be
mitigated by a kernel implementation that uses the ap-
preach proposed in [6], where the proxy delays the FIN
packet For the TCP connection until all the data has been
acknowledged for the Hop connection.

5  Evaluation

(dur goals in thiz section are o answer the following
questions: 13 how does a single Hop Qo perform For
different path length=, file sizes, and loss mies, 21 how
much throughput and Fairness benelis does Hop provide
in heavily loaded networks, 30 what are the contribu-
tions of individual components of Hop towards oversll
throughput, 4) how does Hop perform for web traffic
irmices, 5 can Hop be vsed for access point nebworks and
for internet access, 6 how mobust is Hop under route Hux
and route partitions, and 71 how does Hop interact with
delay-sensitive traffic like Yol P
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We avaluaie the parformanse of Hop in 2 mulii-hep
wireleer daplbed comprising 20 Apple Mac Mind com-
pulem, Bach node & connecied wia de buil-in 300211 big
wirelerr card 1o The. .I'I.'I:I.IJ.‘L'i.-]I-D]:! wirelerr nadwork, and wia
ile BEthernsd porl i 2 debugging and lesling backplane
thal ie ueed for delay and throughpul measurement. A1l
nodes are ged 1o cpermls in 802 110 mode. The nodes
are spread acroe a3 single Hoor of cwr Compuler Sei-
ence deparimeni = ehown in Figure &, & majodly of cur
ex parimenie wers padormed with stalis rouling (axccepl
EBeclicn 5.1). The eislic rouling lopokgy wae obiined
by running the OLER, wirelees routing prodesal cwer cur
{aribed wntil the nedwork topology slabilizes, The resuli-
ing lopology ie ueed 1o configure routing tables.

We compare Hop agained Lwe shepes of prodecole, 1))
Lweo vadanie of and-io-end TP prodocole — the dafull
TCF implmentalion in Linuk and TCF Westwood+ [21],
and ¥ {we wadanis of hop-by-hop TF — DTH 25 [10]
and Sitshed -T7F [17]. TCF Wesbwood+ is a ender ide.
medifization of TCF thal oplimizes the parformance of
TCF congeslicn conlrol cwr wirelser nedworks  TOF
Weslwood inimplemenied in the Linux kernel and can b
{urned cn weing sywcd. DTH 2.5 & 2 refarance implamen-
{zlicn of the IEEE BEFC 4338 and 5050 from the Delay
Toleranl Melworkdng Besearch Group [10]. I dranefem
dala in 3 hop-byr-hop manner using TCF 1o the destina-
tion Stilched-TCF &2 hap-by-hop TCF implamani=ion
ithal eplik an and-io-end TCF sonneclion inds emaller
hop-byr-hop TCF eegmenis [17]. Mo mechaniem for How
controlfmts conirol & weed bedwean the TCF egmenis
Since we did nod find a reference implmenixlicon of the
prodosol, we implemenied cur corn wemmion. Bach of the
prodosole are svaluaied wnder differend 30211 eadtinge
for ixop and relm@nemissinne.

Since there i significan! wardabdlily in wireless indsr-
ference condilione, all sxperimente for 3 single graph
ware done back-1o-back 1o obiain consisten rasulie,

3.1 Single Flow Microbenchmarks

Cur Al ged of sxpeaimenis & 2 saries of microbench-
marke of the perdformance of 2 single Hop How undar 2
wide mngeof lopologies, lee @les, and poamedes,

Single Hop Microbenchmark OCwr fimd microbensh-
mark validxles cur slbim thal Hop ie faders than TCF wn-
der 2 mange of 80211 WA layer paramedes exdfinge. In
thie sxperimeni, we compare 2 dngle Hop ow agained
TCF with thres diffareni 80211 eedlinge: (2] dafuli
30211 eedfinge (no xop, 11 redlmnemisdon limd]), (B
20211 with 1xop and 11 relmnemiesion imil, and (5]
30211 with deop and 100 reimanemiericn limil Bach
Houww pande 10 ME of daia, and resulie are avemged cwer
i=n rune. Figure [ 2) ghows thal Hop culpadorme TCOF
wndes all three g=dilinge The faslesl TP combinalicn is
TZF +8002 .11 Axope + 100 redranemission imil, and Hop
ie 0% faeier than thie combination. While nod ehown
for bek of epace, similar improwmeanis in throughput
are oblzined cwer 302 . 11g 2= well. For example, in the
cne hop caee, Hop owr 302 1 1g cul -parforme TOF cwer
202 11g by uple 2% in the @ee of 3 loesy link, and by
roughly 0P8 in the came of a good link, Thess regulie
suggesl thal the gaine of Hop canned ke obiined by us-
ing l=gacy TCF and jusl changing link-la ver paramedars.

W fnd =i turning on 30211 ixope and wing large
limdd for relranemisione alwaye gives the besl through-
pul for all TP -baged mchemes. Theredore, cur experi-
menis using theges prodocols uss these g=dlinge for the real
of cur asmlusdion.

MMuld-bop Micorobenchmark  We now compare the
parformance of asingle Hop Acw againel TCF, Stilched-
TCF, and D'TH owear 2 five hop path (from the wpper LAl
corner node o the lower dghlcorner nodein cwr lestbed],
Crur resulble in Figure 7B ehow thal Hop ower the v
hop path hae ewen larges benefite than in the cne hop
mee. Hop is roughly du bedier than all odher prodecols
Thege benefite are becauss 17 TOF does nod fully sxplodl
802,11 ixope sdnce il inbreduces delays bedween packeds
and dees nod s2nd packeds in 2 balsh, 20 high per-packed
ovarhead ik intredwsed dus 1o numerous 33211 redane-
misicne, and 37 inleraclions bedw==n TCF rale control
and 802 11 redranemiesion -indwsed varia ble.de b ye remuli
in mors limeculs,

Impact of File Size  Cur naxl sed of misrobenchmarks
evaluatzs whether the benefi®e prowided by Hop i re-
elricied 1o large fl= imneears, or whether thers are ben-
afie 1o b= had for emall Ales 2= wall. Figure 15 com-
pares Hop agained TCF for differenl fil= gizes in 3 sin-
gle hop cme, and presenis the aggregate resulie from 1=n
rune. The resulie ehow thal Hop's bensfiis aresignifizani
acroes 2 spesirum of Al gizes from 1KE 4o IME, in 221,
the bensfiie are highesd for enmll flee. Hop's benefie for
emall fils ie bemussof piggyrbacking d=la with sonnes-
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Figure #: Impact of Loss on TCP and Hop.

tion establishment |:-'.u'|:|.'lx when the amount of data =
les= than BKE fu.1 described in Section 4.21. This con-
siderably reduces the overhead of connection setup for
small Hows. The overall benefits of Hop owver TCP range
from 5x for liles smaller than 100KR w0 about 509 [or
IMB and [OMBE files. The Eru.|:h alss seems o sug-
pest that the average gl.1|.1|||:-|.|l does not follow a mono-
tonic behavior as e size inecreases, This is an artifact
ol changing external interference during cur experiment.
These results shoow that ||-::-|l cun b -\.'1|-|.'|.'1|:\-:{ 1o |:-r\-::-1.'i|'||.'
gains across a wide mnge of talfic patterns in wirclos
nebworks, mnging from web imlfic with small Aows, 1o
large file tansfers or peer-to-peer downloads

Imipact of Loss We now cvaluate the impact ol loss
rate ohserved al the tmmsport layer on the perfformance
of Hop aind TCFR For this experiment, we start with a one
hop path that has extremely low loss. Loss is introcuced
by mexlifying the MadWihh device driver to randomly
drop a specified fraction of incoming packets. Figure &
shows the resull of increasing loss miles. As scen, Hop is
considerably more robust to packet loss than other pro-
tocols. Unsurprsingly, TCP good put drops dramatically
wilh increasing loss mbe, and decrezises to zem when los
rate is roughly 20%. Hop degrades much more groceful |y
and operales until the loss mbe is about 80% . This shows
that Hop is resilient o lessy network conditions, which

boedes well for iis usefulness in a wide mnge of wircles
networks with different loss rbes.

5.2 Hopumler High Load

We nowe evaluate Hop in o heavily loaded notwork with
large Hows. Our goal in these experiments is ko gain in-
zight inkc the effect of increased inter-fow contention
and collisions on the perfoomance and Fairness of Hop,
In this experiment, we have thirty flows, cach of rans-
mits 10MBE of data from a random sender 1o a mndom
receiver in the network. To demonstrate multihop bene-
fits, we only pick Nows that are o hops or more, Each
resull is averaged over 10 mns,

Throwglpat

pul sbtained by Hop in comparison with other schames.

Figure Wal shows the aggregate through-

Aok zhowen, Hop out-performs all other schemes by zignif-
icant margins. 115 roughly 2x better than TCPE, 4= bet-
ter than Stitched TCP, and roughly 8x betber than IXTM.
Stitched TCP and IVTM sulfer more than legacy TCP be-
cause of the lack of mie control or backpressure, which
reduces overall utilizmtion in a heavily loaded nebwork.
T also dransmits the entine 10MB file one hop at a
time, thereby nod fully exploiting pipelining opporiuni-
tie=. A breakdown of the goodput for Aows of different
peith lengths is provided in Figure Wi The resulis show
that the gains increase with increasing number of hops.
Hevp™s benefits over TOP increase from 80K 1o 180% o=
the path length increases from bwo to five hops.

Fairness Index
Hep .Gl 007
TP 0,35 (0.05])
Stiiched-TCP 03007
OTH 00085 {0005

Takle 1: Fairness index for high load sctling.
Fairmess In this experiment, we evaluate the faimes
properties of Hop, The faimess metric that we use is hop-
wielghbed Jain's firness index (JF1 [30]). When there are
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than that of TCPE, and achieves even more gains for other

Hop™s Gimess index is about T5% greater

protecals. This is notable since TCP sacrifices faimess
foor throughput, whereas Hop is significantly betber than
TCP on both these metrics. Flgure Nel shows the in-
divichual goccdput for different Aows in a typical 30 Ao
experiment. The results show that TCP, Stitched-TCP,
and I7TM are all =ignificantly less Fair than Heop.
fact, almoet 30% of the TCP Aows ane <larved. Stitched
TCP and IXTN have =imilar fairness problems, primarly

since they Llack a mbe contrl or backpressure-like mech-
anism. VTN, in particular, performs extremely poorly o=
the number of hops increase. resulting in long muolbi-hop
Hows being completely starved.

5.3 Hop Performance Breakdown

[n this |.'~:|:-|:rirnq.'nl. we answer the I'-::-|||.1wing ql.u.'.-:li-::-n:
hew much dees backprosure and ack witholding impact
the oversll performance of Hop? To answer this ques-
tion, we [ aTREE S three versions of ||-::-|l: (2] the basic
||-::-|l |.ln1l|.1|.'-::-| that |.1n|:|-' LIsEs |1-::-|:-|'~:|-*-|'||.1|.l hlock transfer,
I:'l'h_l I |-::-|:- with |.1n|:|-' ack wil|'|-::-|-:|ing lurned (=1 aned Il I |-::-|:-
with ack 'l.-.-il|'||.1|-:ﬁnE and |'lu.-'.'|:|.ln::-.5.un|.' tumed on. Since
the im|l:||.'1 ol these mechanizms -:|-\.'|n.'n|| cn the load in
the network, we consider 1, 10 and 30 Jow coses be-
tween mndom senderfreceiver pairs in this experiment.
Eaich Hovwe transmits 10 MB of data.

Figure 1) shows the perdormance of different schemie=
[n the
case of azingle Aow, ack withalding has no benefil since

normalized b the pedformance of Basic Hop

there are no hidden terminals. Backpressure bas a small
impact on throughput since it improves pipelining. As
the number of Hows= incremses, the benefits of the 1w
schemes incremse dramatically, In particular, ack with-
alding has a tremendows impact on overall throughpuat,
and almost doubles the throughput in the 10 How cose,
and increases throughput by almost 1505% in the 30 Qo

1§

case. The impact of hackpressure increases with higher
irmiffic load as well, since there is greaiter conlention and
loss in the network. For the 30 Hows [=H LTEH |1:r_'|:|:-n.'x:-.un.'
increases 1|'|n::-uE|1|:l.|l |'~:.- about 20 aver ju.-=.1 us.ing ack
wi1|'n.1|r|in5. Thuz, both ack '.'l.'il|1-::-|||ing and |1:r_'|:|:-n.'x:-.un.'
have xignil'h.':lnl iH1|m:l on overall 1|'|n::-uE|1|:-u1 of |||.1|.l.
with ack wil|1::-|-:|ing |'-|.'in.|_.1 the main contributor,

54 Hop for Web Traffic

[Tatil oy, our mwlti-low experiments have considersd a
workload comprising solely of large files. Cur next set of
ox) swrimenls evaluate the |:-|:r|'-::-rrn:|nc|: aof | |-::-|l for a tral-
fie paltern thal n'_'|.1n'||.lrim.'.-: |lr|.'-:|-::-n'|inu.nl|:|-' of small files.
In |.lu.rli|.'u|:|r. we consider a web imllic paltern whire
muost files an m\'l.'|'l|:-'.|y.'.-: that are small in sz |5 | The
Ao siwes weed in this q.'1|-|.'rin'||.'n1 were obtained From
a HTTP Proxy sorveT broce obtained [rom the TRC ache
|:-rl::-jq.'|.'1 ||.-"-|. The CNF obtained was .1un1|:-||.'|| 1o cibiain
the 301 n.'|.ln.':-.-|.'nluli'.u.' How sizes used in this |:~:|J-\.'rirru.'nl.
The diziributicn of file sizes is as Follows: r\-::-uE|1|3,I 35%
ol the files are less than LOKR, 80% are between 10KB-
KB, and 3% are greater than 100KR. The sender and
receiver for ecach Qow are chosen randomly among the
necles in the network.

The resulis for this experiment are shown in Figure 11,
Hevp is 651 6= faster than TCP for Ale= less than 10KR in
size, and 4-Tx Faster for fles between 10-20KB in sise.
They showr that Hop has benefits across diverse traffic
patterns from small 1o large fles.

5.5 Hopin Access Point Networks

In this experiment, we evaluale the gains that Hop can
achieve in a typical one-hop Wil network where a num-
ber of terminals connect to a single access point. We
schup a seven o one topology for this experiment, by se-
lecting a mecde in the center of our testbed 10 act as the
“AP no<de™, and transmitting data o this mede from all
its seven neighbors. Among the seven nodes that were
imnsmilting, five pairs were hidden terminals (i, they
could notl reach esch other but could reach the AP We
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verilied this by checking 1o see il they could tmpsmit =i-
multanecusly, Al lows trmnsmit 108EB of daia,

W wse two policies for ack-witholding: 13 Best link
first policy where the BSYMs from the best links ar
prefercntially acked (the default policy in Hopl, and 21
Wieighted B55] policy wherne BSYNs are acked in pro-
portion to their received =ignal strength. We compare
these two varianks of Hopagainst TCP without BTSCTS
enabled, and TCP with KTSTS 10 handle hidden termi-
nals. The results are presented in Table 2. The tao poli-
cies enable Hop o todeolT utiliztion against lairness:
the Hest Link frst policy has 70% higher wtilization bul
has 13% lower [airness than the Weighted RSS] policy.
Both variantz of Hop outpecform the tevo TCP wariants,
Hep with Best Link policy achieves more than 2x im-
proveement coer TUP without RTS/CTS while achieving
comparable (airness, and Hop with Weighted RS5] pol-
icy gets TO% higher throughpuot than TCP with RTSATS
while achieving equivalent fairness. These results show
that Hesp can ke used to achieve high throughpui and high
Frimess inan AP selling.

| Coodput (Kbpsl | Faimess Index
Flop ( Best Tink) 3177 (431 .54 (a1
Hop (Weighted REST) 1279 (2113 067 (011}
Top [ oS (s) .55 (016G
TOP + RI=/0 15 FEEYEE]] .65 (0

Table 2: Coodput and Frimess for o many-io-one “AF set-
ling. 95% conhdence inbervals shown in parenthesis

5.6  Hop for Internet Download

Moaw we evaluate Hop's performance in the conext of
dewenlosding a file from the Intemiet vzing Hope In this
experiment, three modes downloaded a 10MB fle from
from a webserver at MIT. Each of the nodes was five
hops sway from o galeway noce, that was configured o=
the Hop o TCP proxy.

We compane Hop against three TCP variants: 1) end-
to-end TCP frem the wireless node 10 the Internet server,
23 Split TCP where the end-to-end connection is split

Figure | 1: Performance for web tralfic.

Film Sica (KH)

Figure 12: Hop for Inbernet acoess

into o segments — TCP from the wineless 1o the prosy,
and TCP from the proxy 1o the Internet server, and 3]
Split TCP wherne TCP Westwood+ is used from the wine-
les= noxle i the proxy instead of legaey TCR Fig. 12
shows that Hop achiewes roughly 0% improvement over
clher schemes, We belicve that a kemel implemeniztion
alf Hep and a more efficient Hop-TCP proxy implamen-
tation can further improve our benefits, Our resulis show
that Hop i= a betber solution than TCP for wireless 1o [n-
temel communication in multi-hop mesh petworks.

5.7 Robustness

In this =ection, we ask whether the performance bene-
fits of Hop trmanslate 1o dynamic topologics with frequent
route changes as well as topologies with partitions.

Ciowclput | Bhpes) Faimes=
Hop 2015 (Z8) (.74 (0.07)
TCP 132.6 114,59 (64 00.13)

Table 3: Goedput and Faimess of Hop and TCP over OLSE.
95% confidence intervals shown in parenbesis

Hounte Flux
SR n1|.|linE |.ln1l|.1|.'-::-|. Zich mun off OUr £xpe riment hos

In this experiment, we mun Hop over the

lon I'|-::-1.-.-.-=., which transmit [MEB of dalm. Sender'receiver
|:q:|in-: wire chosen such that l|1-\.':|-' would be rl::-u5|'||:.- Twwcy
|1-::-|:u=. or more spark o skress mu |li-|'||.1|.l |:-\.'r|'-::-rm:|n|.'q.'.
Tuble 3 shows the rosults.
50F% im|lr|.1'|-'v|.'rn|.'nl in l|1rl::-u5|'||lu1 cover TP, and achicves
1% higher faimess. The benefits of Hop falls short of

the considerably better peformance thal we observed in

Hop achicves moughly

the static topology experiments. The reason s because
OL5ER haz frequent mouting changes that are iriggered
by loss of s probe packets due 19 collision with data
packets During this pericsd, Hop blocks thal are being
irmnsmitted o @ neighbor may be foewarded over mul-
tiple hops by OLSE. In cur experiments, we found that
roughly S09% of one-hop trmnsmissions by Hop were be-
ing Forvarded through multiple bops to @ neighbor, re-
sulting in at least 50-100% cverhemd for Hop.

This problem is an artifact of cur current implementa-



tion. Ohoe solution is 10 bypess the routing mble while a
block is in trmansit by transmibling taw packels o the next
hop, A second method is to wse broadcast peckets For
data. Since broadcast packels are mol forwarded through
[P forwarding. this bypasses the routing 1able and pre-
venis multi-hop forvarding of the pckets. While we
have not implemenied these fixes currently, we belicve
that with =uch changes, Hop will exhibit the same bene-
fits with dynamic topologics o= with static lopologies.

Cieaod put (Kb
40 (20
281 (1T

Hop wi Back-1=1
Hop w Back-P= 100

Table 4: Goodput achieved by Hop in o pantifionsd network
withoul an end-1o-end path.

Komle Partitions

major benefit of Hop — its ability 0 keep operating even

E]ur .‘H.'l:IJI'II'I L':‘|.|H.'ril1'|l.'l11 I."'a'illl.li].'h.'.‘f- il

cduring partiticns, To evalugile our parition tolerance, we
pick a five hop path and =simulate a partition soenaro by
kringing dewn the third, fourth and fifih podes along the
path for one minobe cach in a round mobin manner. Ta-
bl 4 shoows the gonodput ohtained by Hop averaged over
three runs under v different bac k|:ﬂ.'xxun: :-.q.'lling.-:: 13
|1:||.'|:|:-n.'xxun.' lirmit IH] is =el to | zndd 1] |'~cn:k|:n.'m.ur|.'
limit is set o 100, The results showe that ||-::-|:- conlinues
1o oxperzibe under such = |xu‘|.ili|.1n|:\-:| m.'1lin.|_.1. and o |:|m|.'
|1:||.'|:|:-n.'xxun.' Limit im|.ln11.'-|.'.-: l|1rl::-u5|'||lu1 six-luld. Thi= iz
intuitive since I'Ii.l'-liI'IE El |:|r|1_:|:rl|'|n::-.|1-::-||| enahles maximal
(1ERE] .::.|'|_||_- ricwd= -::-I'-:l.1nn|.'r.'li1.-iL:|r between noces. The :J.H|il:.-
1o q.';u.il}- tune the |'l'.n:|:|.ln.':-.:-.u re threshold to ;r:‘|:||.lL I ||.1|:- ks
disconnected H.'l.l.il'lE.‘i is o xigni ficzint properky ol our proi-
tocal. In conbrast o ] ||.1|:q, TCP achicves wem L|1rl::-u5|'||lul
zince a contempormneous end-to-end path is never avail-
able. We were unable 1o get IVTW 2.5 o work for this
q.'::.|l-|.'rim|.'n1, but w oxpoct its |:-|:r|'|.1rn'|'.|rr_'-|.' by b worse
than Hop given its high overbead as observed in previ-
cus one-hop micmbenchmarks.

5.8 Hop with VolP

In this experiment, we guantily the impact of Hop and
TCP on Voice over 1P tmilfic. We vuse the mean opinion
soore (Mo o evaluate the quality of o volce call. The
Mo3 walue can range from 1-5, where abowve 4 is con-
sidered good, and below 3 is considered bad. The MoS
soore for a YolP call is estimated from the B-lactor [8] as:
MaS = 14 0.035H 47 10K K— 6000 100 — K. We
then ealeulate the R-factor for the G.T2%9 codec, which is
uzec] on many Yol P devices, The R-factor for this codec
isz 0= ML 200244 -0 110d—177.3)- Hid—177.3)—
Il —4lag 1 + 10, where o is the total ear-to-mouth de-
lay and e is the loss mbe. Wi assume that the coding

delay is 25 ms, jitter butfer delay is ©0 m=, and the delay
cwvir lhe wired segment of the end-to-end path is 30ms.

A WalP Aow i= genemied o= a stream of 20 byle pock-
cts every 20 ms, which are tmnsmitted over TTRE We
have five Hop TCP Aows, each of which imansmits over
three hops, and cne Yol P Aow tansmitting over three
hops in this experiment. The five HopTCP Aows are dis-
ributed scmoss the network such that there is significant
interlerence between them and the Vol Ao

Table 5 shows that Hop achieves teice the goodput
of TCF, but cnly has =mall impoct on delay and loss For
Yol As a re=ult, the MoS score remains good, and only

reduces by 0,10

Goodpol (Kbps) | Dielay (ms) | Lo Mok
Hop 2066 ( 145) Thd 0.1 4.27(0.25)
TCPR 136 (119 503 007 | 436012

Table 5: Intermction between Yol and Hop TOP lows. Result
shows the avp, geadput, delay, kos= rale. and Mean opinion
score for Vol Standand deviation is shovn in parembesiz

6 Related work

The performance and Fairness problems in TCP over
0211 have been well studied. ﬂur|:-rimu.r:r contributicon
is ko drena upan this work and show that reliable |-|.'r-|1-::-|:-
hlock transfer may b o1 bisller |'~|.|i|-:ﬁn£ bleck for reliahle
imnsport in winsless networks, and b design a practical,
full-Aecdged implementation kased on this idea.

6.1  Proposed Schemes

TCP in wirdess: Muoch work on TCF in mu|1i-|1|.1|:-1.'|-'in.'-
less petworks addresses performance drawhbacks in wine-
les= networks resulting from i difficulty in distinguish-
ing bebween |:-'.r_'|:|.'1 losses due 1o wireles pac ket Corrp-
tion, \'.'L1I'I.I_.'.,1.'.1|.il::ll'l. and roube chunE-\.‘x |2|, and k= I'I|.'E:I|.i"¢'l.'
interactions with the n::-u1ing |;.|:|-'v|.'r and CSMA link |'.|:|-'\-L'r.
Proposed solutions include: (a) end-to-end approaches
that try 1o c|i.1lin5ui.-:]'| between the different loss events
|:E. ]T|. atlempl 1o eslimate the mle Lo recover quin.'H:.-
atter a loss event [21], or reduce TCP congestion windows
incremenis o be fracticnal [23] in-order 10 reduce inler-
actions bebween TCP and the mouting layer, (B) network-
assisted appmaches that wiilize Feedback from intermedi-
ate nosdes, either for ECM potification [36]. Builure notifi-
cation [19] or mie estimation [32], and (<) link-laver so-
luticsns that wse a Axed window TCP in conjunction with
link-layer techniques such as neighborhood-based Ran-
dom Early Detection ([LL]1 ar backpressuns loaw control
(RAIM [12]) to prevent losse= due o link quewes Gl1-
ing up. Hop avoids reliance on noisy end-to-end Feed-
kack, and byposses complex problems of distinguishing



Fetween loss evenls as well as mbe estimation. Inztead,
it relie= solely on simple hop-by-hop signaling for deal-
ing with congestion and loss. In addition, it requinss no
link-layer medifications unlike link-layer salutions.
Bulk transler: Hop is similar in spicit to bulk transfer
protecals such o= WETBLT [7], that are designed 1o re-
duce the impact of wnreliable links and variable delays on
throughput. METBLT relios an end-to-end reliability and
windowe-less e estimation, whereas Hop avoids noisy
end-to-end feedback and the complex problem of mie es-
timaticn, and wses simple hop-by-hop beckpressure Qo
control. Bulk iransfer in sensor networks is addressed in
Flush [ 16], which i= designed for trmmsferring data across
a long linear chain of nedes. Flush uses o hop-by-hop
rate contral] approach thal relies on observed intre-low
interlerence o adjust How mie al each hope This proio-
col assumes that there is only one How in the network,
and dees not extend casily 10 multi-flow seitings that we
addrez=s in this work.

S0 11 enhancements: The 8021 le extensions [1] are
crucial o the link layer optimizations in Hop, 802,11
enablez adjustment of three key MAC layer parameters:
txop or Transmission Oppociunity that controls the max-
imum duration of a pockel burst; CWmin and C'Wmax,
which comiral the minimum and maximum sices of the
contention window; and AIFS, which conirals the min-
imum duration bolween two packets in a burst. Much
work has evaluated the benefits of B02.1 le enhancemenis
(eg.: [33]). However, there has been limited work on
understanding the impact of 812,11 on TCP Ope ex-
ception i= [25] which explores how TCP Gimess over
wireless networks can be improved by 8021 1e pricaiti-
zation, We show that 812,11 enhancements have limited
impact on TCP throughput. Hop is designed o fully ex-
ploit 2021 Le Feature= such as txops and prioritization bo
mzielmize l|'|n1|.|g|'|| il

HHd-ipl'l.'!i!lll‘L': I |-::-|l |'~:|-' |'||.1|.l fHeny control or |'~cr_'|-:| £ L=EHTE pE
wais frst vsed in ATM and high-speed networks o han-
dle data bursi= [22, 27]. More recenily, they have been
used for congestion adaptation in wircless and sensor
nebworks [RAIN [18], Fusion [12]). While Hop is simi-
lar 10 these techniques, it differs in the wse of block-level
backpressure, which requires far Fewer control packeis
than packet-level backpressure.

Tramsporl Fairmess: TCP unfzimess cver 802,11 stems
from three key problems: (a) shori-ierm wnlairness in
CHEMANCA behavior, which is analyecd in [24], (b)) ex-
cess lime spent in TOP zlow-start, which iz addressed
in [32] by use of belter mibe estimation, and (c) interoc-
tions belween spatially proximate interfering Aows that
may nob traverse 2 single link, which is addressed in [35]
and [31] by using neighborhood-based mndom early de-
tecticn and rate control techniques. We eliminale com-
plex intermctions beltween TCP and 802,11 that arc the

source of these Frimess issues, and instead provide sim-
ple tuning knobs — backpressure losw contral, and de-
layed block-acknowledgements — 1o tredenll bobweon
fuimess and throughput.

Balching: Hop relios heavily on katching of pockets For
its throughput gains, Several recent tangentially-related
work on wincless networks such as ExOR [4], MORE
[15]. CHLAP [34], and WildMNet | 29] use baiching as well.
Ameng these, ExOR. and MORE use batching o reduce
the number of contm] packets to obimin link-layer infor-
mation from neighbors, whensas WildMNet uses batching
with FEC encexling to eliminate the long delay in waiting
for an ACK when the receiver is many kilometors aaony.,
While batching is vsed mostly as an optimization in the
above approaches, we investigate fundamental benefit of
such batching and design a ransport protocal to exploil
Fatching benclil= at both the transpont and link Layers,

6.2

While numercus schemes have been proposed For ad-

Implemiented Systems

dressing various aspects of wircless transport, there are
allematives o TCP for 80211
mesh networks. In Fact, we found only two such imple-

menkations — [TM 2.5 and TCP Westwood — both of
which we evaluale in cur experiments. We belicve that

few Tully implemente:

the paucity of available implementations is due o 1) the
difficulty in implementing a full-blown wircles proio-
col that shows consistent gains ocross o mnge of network
conditions., and 23 the need to operate under the con-
siraints of existing 82,11 hardware. We prowide o Tull
design and implementation of o high-performance trans-
pert protecol that consistently outperforms existing tech-
nigues across a rmange of scenarios,

7T Conclusions

In this pRiper, W |lr|.'.-=.|:nl.q.'r| the clq.':-.iEn and irn|:-||:rm.'nl:|-
tion of |||.1|:q, a [ast, mbust and 5in1|:-||.' wireless Lrinspaort
protecal. Hop is Fost because it reduces sources of over-
head For reliable per-hop bleck transter, eliminales noisy
end-to-end rabe control, and n|.':|.r|:;.I :||w:|}'x sene] al link
=H] :-'.r_'il:r. |||.1|l is robusl becanse i operaibes under hiEh
route flux and makes progress even in partitioned bopolo-
gies. Hop is simple becanse it eliminates many comples
interactions kebween the bansport laver and 802,11, Chur
results show that Hop improves cwer TCP in terms of
goodpul, delay, and [@irness in almost all experiments
that we have conducted, with the largest improvements
{uples 10k improvement in throughput) for Bews travers-
ing multiple hops.

Hop opens up new directions, primarily becouse il is
simple and considermbly mone predictable than the com-
kination of TCP and 80211,

ploit opportunizsm in the protecol, which is trivial to en-

One direction is o ex-



able since data blocks can be tremsferred over unicast or

broadeast medes o reduce wasted transmissions during

rmoube changes. A second dinsction i= showing that Hop
can ke vsed in mobile networks (MANET=) in additicn
1o mesh networks and DTN=. Wi are currently evaloat-
ing Hop cwer MIANETs and a real partitionable network
ermvironment, NeselMet, a mobile bus-based besthed. A
third direction is moving awards high data mle wineles

standards such as 8121 1n. Based on our preliminary

siudies, we beliove that Hop will perform even beiter

with 3021 1n sipce we can transmit more data within a
txop (G4KB), giving vs more balching benclits. All of
these are part of cngoing work.,

The Hop souwrce code and a draft B1FC s available at:

http:/fwww.cs.umas= . edu/~mingli‘hopy.
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